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Abstract 
 

Wireless sensor networks (WSN’s) are becoming increasingly popular in the current Era. WSN and Smart Devices are key enablers for 

the Internet of things (IoT) and Fog Computing based applications and it brings IoT applications with enhanced capabilities for sensing 

and actuation. IOT is a very growing area and having wide scope for research. Integration of WSNs into IoT is today’s need. Adoptions 

to cloud computing, increasing use of automation of tools, Integration of internet into most activities of human had reached to the stage 

where Internet of Things based applications are becoming more popular today. Many new applications are now being developed in the 

field of IoT. The broad areas of application are Home automation, Smart cities, Retail, Agriculture, Manufacturing, Healthcare, Habitat 

Monitoring, Security and Surveillance etc. With this wide scope the applications are prone to many security threats. Providing Security 

for IoT and Fog computing-based applications is a Research Challenge. This paper tries to discuss with the common security attacks, 

Reasons, their counter measures and research directions. We are also proposing a Trust based Security model for implementing applica-

tion layer level security in IoT and fog. 
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1. Introduction 

Technologies to support the Internet of Things (IoT) are becoming 

more important as the demand to better understand the environ-

ments and make them smart is increased. IoT is the idea that all 

devices and their components will be connected to each other and 

to the cloud by collecting information about surrounding context 

and environment information. The typical parameters to be sensed 

are physical phenomenon describing the temperature, light, hu-

midity, pressure, object movements etc. 

IoT applications has to use many types of sensing nodes, actua-

tors, processing nodes and other Network devices like Gateways, 

Routers, Cloud Servers. All these devices are prone to security 

attacks like DOS, phishing, spoofing, Viruses, Intrusions [1] 

BOTNets [8] because of inherent limitations of IOT devices. IOT 

devices have limited power, memory and processing power. Con-

sidering their limitations, suitable algorithms, policies must be 

designed to deal with the security in IoT. So major challenges are 

to provide authentication, Access control, Intrusion detection, 

providing Trust, and maintaining privacy of the User incorporat-

ing the applicable criteria to be followed. The security must be 

handled at Physical, Network, Perception and Applications Layers 

in IoT. 

Fog computing is emerged with the need to handle the vast 

amount of data generated by IoT devices and to deal with the is-

sues like scalability. It incorporates the edge computing devices 

like gateways, smart phones, Laptops etc. The fog devices are 

used to store private and sensitive data locally, they are more con-

text awareness and they reduce the overhead of cloud servers. 

However, as a part of the application these edge devices are also 

prone to security threats [16], [25]. 

Man in the Middle attack, Denial of Service (DoS), Distributed 

DoS, Thingbots, Malwares, Infecting Smart Devices with Worms, 

Viruses, Spoofing, Data Wiretapping, Firmware Alteration are the 

major forms of attacks on the smart devices and Network infra-

structure use for IoT / fog based applications [1], [2], [12], [13]. 

This paper Discusses the Need, Reasons, Research Challenges and 

Some solutions for providing security in IoT. We also propose a 

Trust based Security Model that can be used to provide the securi-

ty at the application layer of IoT.  

 

2.  Security in IoT and Fog  

2.1. Need for Security in IoT 

Security is most important concern of any software-based system.  

CIA (confidentiality, Integrity and Authentication) are the major 

goals of Security. In case of IoT and Fog based applications to 

achieve these goals is a critical task. The need to security arises 

because of many reasons. Here are few examples which emphasis 

the need and importance of Security:  

A Disrupted medical equipment connected to smart devices like 

smart plugs may threaten a patient’s life [14]. 

An unencrypted sensitive data collected through monitoring of 

patients may lead to leakage of privacy and create problems. 

The distributed attacks like DDOS may cause potential harm by 

exhausting the computing resources and communication channel. 

It leads to financial losses of an attacked organization. E.g. DDoS 

Attack on Dyn (DNS Service Provider) in october 2016 [17].  

http://creativecommons.org/licenses/by/3.0/
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In Some forms of Cyber attacks, the attackers gain control of serv-

ers and or control systems leading to life threatening incidents. 

E.g. Attack on Ukranian power Grid in December 2015 [17]. 

Some IoT based applications (e.g. those used for governments) 

covers large geographical areas and susceptible to different types 

of attacks. It causes major financial harm if being attacked. E.g. 

Smart Metering, Smart Cities, Smart Grids etc. 

2.2 Reasons of Vulnerabilities in IoT based applica-

tions. 

1. In Many applications, the smart devices have hardcoded 

passwords which makes the attacker easy to attack and 

the device and obtain the passwords. (E.g. Smart TV, 

Smart Watches) [1], [11]. 

2. Most of the IoT applications use unencrypted wireless 

radio signals which are more vulnerable to attack [11]. 

3. Most of the times the proper authentication schemes are 

not implemented between device to device and device to 

user authentication. Which makes it easy to have unau-

thorized access [21], [26]. 

4. The attackers make use of nature of the internet protocol 

to gain the access of smart devices (e.g. Smart Meters, 

Smart TV, Smart Refrigerator etc.) [1] 

5. IOT systems are made up of heterogeneous devices and 

they are mobile in nature which makes it difficult to im-

pose common authentication and communication proto-

cols. 

6. Requests for manual updations and installations are not 

possible in IOT since it contains vast number of inter-

connected devices.  

7. IOT applications use dynamic topologies and they are 

scalable hence applying security mechanisms becomes 

difficult. 

8. Many IOT applications use RFID and WSN as the main 

technology for Identification of devices which are low 

computation power and low energy devices which 

makes them vulnerable for attack. 

 

2.3. Layer wise Security perspective in IoT 

As per the previous Research security in IoT can be divided into 

three layers i.e. Perception, Network and Application layers [2], 

[3], [12]. All these layers have their own distinguishing character-

istics, devices, functionalities and associated with different securi-

ty threats. 

At the perception layer (Also called as sensor layer) which deals 

with the sensing and acquiring data from environment and trans-

mitting it to the network layer, the issues like signal compromis-

ing, bad utilization of power by dos attacks, service disruption by 

altering the identity information, spoofing, Timing attacks, Replay 

attacks, Node capture attacks can arise. The best way to deal with 

all these is the end to end authentication and encryption of the 

transmitted data. 

At Network layer, which handles the routing and transmission of 

data to IoT devices over the internet, the possible threats are DOS, 

DDOS, man in the middle attack, eavesdropping and passive mon-

itoring etc. The technologies that are used in IoT for wireless 

transmission are Bluetooth, Zigbee, Wi Fi, LTE etc. To provide 

the security at this layer it is required to have secure the network 

devices by protecting them against the attacks. Use of good proto-

cols, detecting the malicious behavior of compromised nodes in 

the network is required. 

Application Layer is concerned with actual creation of smart envi-

ronment with the help of the software designed to implement the 

desired functionality of the application. Here providing integrity, 

Authenticity, protecting user’s privacy and confidentiality is more 

important. 

2.4. Trust Based Security 

The concept of trust is widely used in the scientific applications. 

Although it’s difficult to define it in the terms of technology, this 

complex notion is widely used in security to implement Access 

Control and identity management. Trust is nothing but the belief 

level of an entity to other on based on some direct and previous 

observations [14], [21].  The observations are based on some pre-

defined parameters which are to be checked while calculating the 

trust values for any entity. Trust is classified into two types Direct 

Trust and Indirect Trust.  The Direct Trust Relations may be based 

on previous and current observations and they are calculated using 

some logic defined in the algorithm. However Indirect Trust rela-

tions are based on recommendations from other entities [20].  

While evaluating the trust the degree of belief, disbelief and un-

certainty are considered to decide the trustworthiness of any entity 

/node. The major areas of Trust are Policy based, Reputation 

based and Trust in Information Resource. Defining proper pa-

rameters for the Trust Model, Using correct mathematical formu-

las for estimating the trust values is very important in designing 

the trusted security systems [4], [14], [18], [19].  

2.5. Lightweight Cryptography 

In IoT the communication happens basically between smart 

device / Machine to other smart devices and human to machine / 

Smart Device. The smart device can be Sensor, RFID tag, Com-

puter, Camera, Mobile etc. By machine we mean the Computer or 

data processing device, and human users are the intended users of 

the application. The data transmitted between them has to be en-

crypted to provide the secure communication. But as the IoT de-

vices are limited in Energy, Processing Power and memory, use of 

standard cryptographic algorithms /Techniques is meaningless. 

Hence a New concept of lightweight cryptography was emerged. 

In Literature, many researches had a lot of contribution in the 

design of lightweight cryptographic algorithms for these low pow-

er devices. These algorithms are implemented with the help of 

minimum number of logic gates. E.g. SIMON, SPECK, PRINCE, 

HIGHT, ECC, HUMMING BIRD are few of the examples. The 

detailed comparison of these algorithms is given in [5], [9]. The 

classification of algorithms can be done based on their key size, 

Block Size, Rounds and type (Symmetric or Asymmetric). The 

selection of algorithm depends on parameters like Speed, Effi-

ciency, Throughput, Memory requirement, Time Required to exe-

cute [5], [7], [9]. 

 

3.  Literature Survey 

[1] Davar Pishva discussed Major Vulnerabilities of Internet Ser-

vices (E.g. E-Commerce, Social Networking, Smart Home Appli-

cations etc.). Highlighted the typical types of attacks and suggest-

ed some Countermeasures for IoT based applications. Guidelines 

for building a Security architecture for Internet based and IoT 

applications are given. 

 

[2] Rwan Mahmoud, TasneemYousuf, FadiAloul, Imran Zualk-

ernan: Layerwise Security (Perception, Network, Application) in 

IoT is discussed. This paper gives an Idea about IoT Security fea-

tures along with the common goals.Current status of Research in 

Security of IoT is discussed.Authentication Measures, Trust Es-

tablishment, Federated Architecture, Security awareness are the 

important measures to be taken in terms of IoT.  

 

[3] Salim ELBOUANANI Ahmed EL KIRAM Omar OCH-

BAROU had described Basic IoT device model, IoT categories 

and Sub-Categories, IoT Statistics in their paper. Also, they high-

lighted the Standards (IEEE, ITU-T, IETF, COAP) and Enabling 

technologies. 

 

[4] Zeeshan Ali Khan and Peter Herrmann, Considering the 

healthcare applications Device Level Trust management mecha-
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nism is discussed which enables to detect malicious activities and 

nodes in the IoT. Security model is implemented using DODAG 

and simulation is proposed using trust parameters like forwarding 

Check, Ranking Check, and Version Number Check. 

 

[6] KrishnaKanth Gupta, Sapna Shukla, Security challenges in IoT 

are mentioned. Massive Scaling, Architecture and dependencies, 

Big Data generations, Robustness, Users Privacy are discussed as 

major research challenges in security of IoT. Reducing Power 

consumption and Minimization of resource utilization is a major 

challenge. The importance of ONS (Object Naming System), Au-

thentication and Authorization, Privacy in IoT, Lightweight Cryp-

tosystem, Software vulnerability, O.S. based platforms are major 

challenges. 

 

[11] Zhen Ling et.al, Importance of security of smart devices is 

highlighted in this paper with the help of demonstrated Case study 

of attack on Smart plug, Insecure communication channel, Dis-

rupted Medical Equipment, Improper Authentication schemes may 

lead to threaten the life of a patient in Health applications of IoT. 

Device scanning attack and brute force attacks are simulated on 

smart plug systems 

 

[13] Vera Suryani, Selo ,Widyawan : A survey of different Trust 

mechanisms in WSN and IoT is done. A trust model with integra-

tion of Artificial Intelligence, Decentralized Object based Trust 

handling mechanism, Green Energy Concept, Trust and privacy 

are major research challenge. 

 

[14] Arwa Alrawais, Abdulrahman Alhothaily, Chunqiang Hu, 

andXiuzhen Cheng Basics about Fog Computing and need of Se-

curity is discussed. Authentication, Trust, Rogue Node Detection, 

User Privacy, Access Control, Data Protection are the major Secu-

rity related challenges in IoT and Fog based applications. As per 

the paper Attack Detection, Location Verification, Authentication, 

Privacy, Device Updation are the research challenges. 

 

[18] Hamed Hellaoui, Abdelmadjid Bouabdallah, Mouloud Koudil 

: Adaptive Security concept is discussed which is nothing but 

maintaining the security in varying situations. The model is best 

suited for dynamic nature of the threats in IoT. 

Concept of Recommendations, Trust Evaluation, Adaptive func-

tions are mathematically modeled. Consideration of untrustworthy 

Recommendations and perform more evaluation. 

 

[5] D. Jamuna Rani, S. Emalda Roslin & 

[9] Shehnaz Patel, Nital H. Mistry. 

survey of lightweight cryptographic algorithms is given I the pa-

per and comparison is done based on block size, key size, rounds, 

methodology. 

 

In [17] Hokeum Kim, Edward A. Lee presented a scalable trust 

management scheme for IoT. It is possible to have a local authen-

tication and authorization of entities using locally centralized and 

globally distributed trust management. 

 

[19] Li Ma, Guangjie Liu, A Hierarchical Trust Model for Cluster-

based Wireless Sensor Network was implemented. The parameters 

used for deciding trust are Communication, Data nd Energy. Intra 

Cluster Trusts, Reputation within the cluster and Trust within the 

cluster was evaluated. 

 

[22] Ing-Ray Chen, Jia Guo and Fenye Bao designed and analysed 

an adaptive trust management protocol for Service oriented archi-

tecture based IoT systems. By considering the Social Relation-

ships parameters like friendship, Social Contact and community of 

interest, the distributed collaborative filtering technique is de-

signed.  

 

4. Research Challenges 

Through the literature survey of references mentioned few of the 

research challenges can be summarized as,  

 

1. Proper Authentication of Devices, Users, Services and 

Service providers on IoT platform [1], [2], [3] 

2. To handle massive scaling of IoT in terms of collection, 

Storage and usage of data and its security [1], [2] 

3. Preserving the user’s privacy and confidentiality of its 

identity [1], [2], [13], [21] 

4. Controlling Secured communication between heteroge-

neous devices with different technical specification, 

Vendors, protocols, bitrates and release versions. Reach-

ing an equilibrium point in the secure interactions be-

tween objects and services is one of the most interesting 

challenges in the IOT [13], [15] 

5. Designing new cryptographic algorithms / techniques or 

modifying existing one to make them more lightweight 

which can be easy to be processed by low power and 

low processing power IoT devices. [1], [5], [9]. 

6. Standardization of protocols and devices used in IoT. 

There should be some common standards defined for 

communication and device design [1], [2], [3]. 

7. Establishing the Trust between different nodes used in 

IoT and Fog based applications, detecting the malicious 

nodes, behaviors by applying proper trust management 

techniques [4], [19], [20], [21],[22],[23]. 

8. Providing Authentication, Access Control, and Data Se-

curity [ 13] [17], [27] 

9. To reduce power consumption and minimize resource 

utilization. [6]. 

5. Some Proposed solutions 

Confidentiality, Integrity and Authentication are the three most 

important principles of Security. Considering IoT and Fog based 

applications, protecting user privacy, Trust Establishment also 

become the important. Here are some already designed solutions / 

Principles for providing security to IoT and Fog based applica-

tions.  Lot of research is already done and many new solutions are 

still to be emerging out. 

 

5.1. Lightweight Cryptography 
As IoT devices are low in memory and processing power they 

cannot handle the complex cryptographic algorithms for authenti-

cation and data security. Cryptographic algorithms are classified 

as heavy weight, Middle Weight and Light Weight depending on 

their complexity, key size, block size and number of rounds they 

perform for encryption. So, Lightweight cryptographic algorithms 

are to be found out which are suitable for such devices [5] [7] [9]. 

 

5.2. Authentication Measures 
Authentication is required at Device to device, Device to user and 

user to Server level. Encrypted passwords, Biometrics is one of 

the way of User authentication in user to machine and user to de-

vice communication [1] [2]. A Certification mechanism based on 

standard certification methods like PKI (Public-Key Infrastruc-

tures) can be used to avoid user or device impersonation. Authen-

tication based security is described in [17],18]. 

 

5.3. Trust Based Communication  
Providing Trust while transmitting the monitored data from source 

to other nodes and then to servers is an important issue. A proper 

trust management mechanism allows devices to maintain reputa-

tion information about neighbor nodes while transmitting the 

monitored data [13] [19], [20], [21], [22], [23]. 

E.g.  in healthcare systems [4]. 
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5.4. Use of More Secure Protocols 
 

IPv4 has the limited address space and hence cannot be used in 

WSN with IOT. Better choice is using IPv6 with its 128-bit ad-

dresses. AS anything with an IP address is a target for hackers and 

malware, leading to a growing set of challenges in securing the 

IOT, it is essential to consider the security of the IOT from a glob-

al perspective Security, particularly keying of new Devices, is 

very challenging for these applications. IPSec is the protocols 

providing security in IP networks, it gives data authentication, 

integrity and confidentiality [24]. DTLS, TLS/SSL and HTTPS 

are the secured protocols to be used for securing the communica-

tion channel. 

 

5.5. Access Control Policies 
 

Also, called as authorization is the mechanism to decide who can 

access what. i.e. to decide which smart device or user has what 

type of authority to use the services like reading and writing data, 

executing programs, controlling the other smart devices etc. Ac-

cess control refers to the permissions of usage of resources as-

signed to different actors of a wide IoT network [13], [21], [17], 

[26], [27], [28]. 

 

5.6. Anti bot strategies  
 

To prevent the application from being controlled by BOTnets 

some strategies like CAPTCHA can be used in suitable applica-

tions [2], [8]. 

 

6. Proposed Model and Working 

 

The model concentrates on fundamental issues of Authentication, 

Access Control, and Data Integrity [2]. The model works at appli-

cation layer of IoT [12], [16]. 

 

Considering the Security at three layers of IoT, a Trust based 

model is proposed which can handle the issues of Authentication, 

Integrity and Users privacy. 

The Authentication is required in 1) User to Device, 2) User to 

Server, 3) Device to device communications.  

 

 

 
 

Fig.1: Authentication and Trust Based Security Model for IoT 

Encrypted Passwords and or biometrics can be used in direct user 

interaction of user with Server. It is not possible to set passwords 

or biometrics in case of device to device authentication. Hence, 

Certification mechanism is used to authenticate the devices with 

each other. Also, there should be proper mechanism for deciding 

whether to allow a device to communicate with other for sending 

the data. Hence a Trust based mechanism is preferred in commu-

nication over IoT network. Where all devices connected within the 

network area of application and then to Server will be modeled as 

a graph [4]. Trust values will be calculated based on the history of 

communication between parent child nodes. If any node is com-

promised it can be easily detected by the system by applying the 

trust model and decision will be taken about whether to forward 

data through that device or not. 

The security of user’s data at application layer can be enhanced 

with the help of appropriate lightweight cryptographic algorithm 

A Trust model will be used to keep track of communication over 

the IoT network. The trust model will be based on the Direct and 

Indirect parameters, And the parameter selection is based on the 

type of application. 

 

Whenever the Application will start  

 

1. All the devices and users will be authenticated using the 

appropriate method of authentication defined in the 

model. Additions of new devices and users should be 

done by following the proper authentication measures 

defined. 

 

2. Whenever a node starts communicating with other node 

first it must authenticate itself with central node (Sink 

node or Fog Server) before transmitting the data over 

network are of Application. The two communicating de-

vices must also have to authenticate themselves with 

each other. 

 

3. In addition to the authentication, for providing security 

to the transmitted data, a suitable lightweight crypto-

graphic algorithm (as per the need of the application) or 

a policy of encryption will be used to send and receive 

data. It is required in some sensitive applications where 

the data security is most important.  

 

4. After the establishment of the IoT network and fog 

nodes, the Model creates a graphical structure where 

each node will be represented as a node in the graph. For 

every further communication on the network the trust 

values will be calculated for each node based on Direct, 

Indirect Parameters and history of communication. Any 

malicious activity, compromised node will be detected 

and security risks can be properly handled. 

 

Therefore, a three-level security is introduced to protect the IoT 

and Fog devices from attacks and provide security to the data. 

This model is applicable for the applications where the sensitive 

data has to be collected from IoT devices and security of the data 

has the prime importance, e.g. Healthcare applications where the 

patient’s data has to be collected, processed and stored on cloud 

servers for further actions. Here maintaining security to the data as 

well as maintaining the privacy of patient is very important. 

Providing security and or preserving privacy at the cloud level is 

out of scope of the proposed work. 

 

7. Conclusion 

Thus, in this paper we discussed the different Reasons, Research 

Challenges of the security in IoT and Fog Based applications. We 

proposed a Trust based Model for providing the security at the 

application layer. With the help of already designed models and 

solutions mentioned in literature survey, we are proposing a Trust 
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model which will work as Trust based Safe Fog Ecosystem for fog 

and IoT based applications. By applying proper Authentication 

majors, Suitable Access Control Strategies, Lightweight Crypto-

graphic algorithm-based data encryption (If required), and Trust 

based data communication will definitely improve the overall 

security of the IoT and Fog nodes. The performance of this model 

is to be evaluated and compared with the existing models.  
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