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Abstract 
 

The manuscript should contain an abstract. The security aspects in Cloud computing is paramount in order to ensure high quality of Ser-

vice Level Agreement (SLA) to the cloud computing customers. This issue is more apparent when very large amount of data is involved 

in this emerging computing environment. Hadoop is an open source software framework that supports large data sets storage and pro-

cessing in a distributed computing environment and well-known implementation of Map Reduce. Map Reduce is one common program-

ming model to process and handle a large amount of data, specifically in big data analysis. Further, Hadoop Distributed File System 

(HDFS) is a distributed, scalable and portable file system that is written in java for Hadoop framework. However, the main problem is 

that the data at rest is not secure where intruders can steal or converts the data stored in this computing environment. Therefore, the AES 

encryption algorithm has been implemented in HDFS to ensure the security of data stored in HDFS. It is shown that the implementation 

of AES encryption algorithm is capable to secure data stored in HDFS to some extent.     
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1. Introduction 

The security of services in cloud computing is one of the most 

challenging topics and it is a cloud computing's core technology 

that is currently becomes the focus of computing and information 

technology era. Moreover, in every second the amount of data is 

drastically increases day by day. It is more apparent in faster de-

velopment of the internet, Internet of Things and Cloud Compu-

ting where it led to the rapid growth of data in almost every indus-

try and business area [6]. The development of Big Data had at-

tracted attention from various fields around the world. Big data 

can be found in three forms, i.e. structured, unstructured and semi-

structured [6].    

Hadoop is used for big data analysis. It is an open source software 

framework that allows the distributed processing of big data sets 

across clusters of computers using simple programming language 

[6]. It supports large data sets storage and processing in a distrib-

uted computing environment. Two main components of Hadoop 

are 1) Hadoop Distributed File System (HDFS) and 2) Map Re-

duce. HDFS is a repository of large data sets in Hadoop, while the 

Map Reduce is a distributed programming model that is responsi-

ble to process and handle a vast volume of data stored in Hadoop.    

While the data that has been analyzed by Hadoop is stored in 

HDFS, the security of these data may not be promised. These data 

may be stolen, modified or converted by intruders. In that case, the 

encryption needs to be implemented to the data in HDFS to secure 

these data to some extent.      

Therefore, this paper focuses on two main objectives, i.e. 1) to 

study the architecture of Hadoop and the current implementation 

of encryption technique for static data (“data-at-rest”) stored in 

HDFS using AES algorithm, and 2) to test and evaluate the 

successfulness of AES algorithm in HDFS in simpler forms. By 

doing these, the prepparation of implementing more complicated 

or higher level of security measures (specifically in implementing 

other variants of encryption algorithm) can be done in future.   

2. Related Works 

Hadoop is a free, Java-based programming framework that sup-

ports the processing of large data sets in a distributed computing 

environment [3]. The architecture allows running applications on 

systems which may involve thousands of nodes with thousands of 

terabytes of data [3]. To be specific, Hadoop consist of several 

components that are communicated to each other to make up the 

ecosystem. The main component is the Hadoop kernel, which 

consists of Map Reduce and the Hadoop distributed file system 

(HDFS). This kernel is supported by other related components 

such as Apache Hive, HBase, Oozie, Pig and Zookeeper [3]. Un-

doubtedly, encryption ensures confidentiality and privacy of user 

information and it secures the sensitive data in Hadoop [3]. Ha-

doop did not include basic controls for data protection and most 

third-party tools could not scale along with NoSQL and so were 

little use to developers [4].  

According to the researcher in [3], static data can be secured in 

two ways. First, a complete data file that will be stored in Hadoop 

is encrypted beforehand; second, data is encrypted once they are 

loaded into Hadoop system. Currently, the implementation of 

Hadoop, specifically the HDFS, supports the AES encryption 

algorithm, i.e. the OS level encryption for data at rest. Meanwhile, 

Zookeeper, Oozie, Hive, HBase, and Pig do not offer data at rest 

encryption solution but for this component encryption can be im-
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plemented via custom encryption techniques or third party tools 

[3].  

Further in [1], the researcher compared the Apache Spark and 

Apache Hadoop. They concluded that Spark focuses on simplify-

ing the complexity of processing  compute-intensive tasks with 

high volumes of real-time or archived data, both structured and 

unstructured. It integrates relevant complex capabilities such as 

machine learning and graph algorithm. That is, by using Spark, 

Big Data processing can be run over hundreds, thousand, or even 

tens of thousands of machines in a cluster is merely a configura-

tion change. Comparatively, Apache Spark is not replacing to 

Hadoop but it is one of the alternatives to Hadoop.  

In relation to Cloud computing, where data security is a compulso-

ry, research in [2] provides an improved version of Hadoop, which 

is capable to establish strong mutual authentication by using Ker-

beros. In this research, efforts have been done in order to ensure 

data security in Hadoop-based cloud data storage. A triple combi-

nation of HDFS files encryption has been proposed and imple-

mented. DEA (Data Encryption Algorithm) is first used to encrypt 

the file before the data key encryption is done by using the RSA 

algorithm. Later, the user’s RSA private key is encrypted using 

IDEA (International Data Encryption Algorithm) [2]. 

3. Data-at-Rest encryption for Hadoop 

In order to achieve the objectives of this paper, the development 

and testing processes takes advantage of the evolutionary/iterative 

method. This model is less costly when the alteration of project 

requirements is needed. By using this method, the testing and 

debugging processes are easier to be handled when small itera-

tions are involves.   

 

 
Fig. 1: Project Flow 

 

Fig. 1 shows the five main steps involved in order to achieve the 

objective of this paper. Hadoop architecture is first study in the 

first step. Then, the installation of Hadoop in the server has been 

done in the second step. Later, when Hadoop is successfully run-

ning in the server, the AES encryption algorithm is studied before 

its implementation and its successfulness can be tested in Hadoop.    

Hadoop is installed in a virtual machine (VM) which acts as a 

Hadoop server. Oracle VM VirtualBox is used in creating the 

virtual machine where Hadoop architecture is studied. By doing 

this, the components or framework of Hadoop can be studied in a 

less cost. Hadoop architecture consist of the Hadoop kernel, Map 

Reduce and Hadoop Distributed File System (HDFS) and a num-

ber of related component such as Apache Hive, HBase, Oozie, Pig 

and Zookeeper [3]. 

 

 
Fig. 2: Main Components of Hadoop 

  

HDFS is a highly faults tolerant distributed file system that is 

responsible for storing data on the cluster while Map Reduce is a 

powerful parallel programming technique for distributed pro-

cessing of vast amount of data on clusters [3]. Besides that, HBase 

is a column oriented distributed NoSQL database for random 

read/write access [3]. Meanwhile, Pig is a high level data pro-

gramming language for analysing data of Hadoop computation [3]. 

In addition, Hive is a data warehousing application that provides a 

SQL like access and relational model while Sqoop is a project for 

transferring or importing data between relational databases and 

Hadoop [3]. Besides that, Oozie is an orchestration and workflow 

management for dependent Hadoop jobs [3].  

Data at rest in HDFS is encrypted by using AES encryption algo-

rithm. The study of AES algorithm for encryption is needed before 

it can be implemented in HDFS. If the intruders have the correct 

key to decrypt the data, the encrypted data will be decrypt into 

plaintext.   

Lastly, the successfulness of the implementation of AES encryp-

tion has been tested. The testing stage of the framework must be 

performed in order to detect any defect that can only be found 

when it is test in the operational environment.  

In this project, AES (Advanced Encryption Standard) encryption 

technique has been implemented. Encryption is the process of 

encoding data in such a way that only authorized users can decode 

and use the data which is self-defensive and enhances data securi-

ty [1]. Decryption is just the reverse of encryption. The receiver 

transforms sender’s cipher text into a meaningful text known as 

plaintext [1].  

 

 
Fig. 3: Encryption and Decryption Techniques 

 

Symmetric encryption is used to encrypt more than a small 

amount of data. During both the encryption and decryption, the 

process of symmetric key is used. The key to encrypt the data 

must be used to decrypt a particular piece of cipher text [7].   

AES (Advances Encryption Standard) is the symmetric cryptosys-

tem that uses the same key to make an encryption and decryption. 

AES algorithm is not only for security but also for great speed [5]. 

The goal of every encryption algorithm is to make it as difficult as 

possible to decrypt the generated cipher text without using a key 

[7].   
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                   Fig. 4: Project Framework 

Based on the framework of the project shown in Fig. 4 above, the 

server is accessed and controlled by admin. Next, open source 

software, i.e. Hadoop Apache is installed in the server and some 

configurations in Hadoop are needed in order to ensure Hadoop is 

running correctly. Besides that, the encryption method has been 

implemented in the component of Hadoop which is in HDFS (Ha-

doop Distributed File System) in the datanode. The data at rest in 

HDFS will be encrypted by AES encryption algorithm at the 

datanode. If the intruders have the correct key to decrypt the data, 

the encrypted data will be decrypt into plaintext.   

4. Results and discussions 

For the testing and result, the file called “data” is created and 

saved in the datanode file in HDFS.  

 

 
Fig. 5: Original Data 

 

Fig. 5 shows the content of the original data that was created in the 

HDFS.  

 

 
Fig. 6: Script for encryption process 

After that, the scripting for encryption process is created and is 

named as encrypt.sh. In these scripting, the command will read the 

file name that needs to be encrypted together with the location to 

store this file when it has been encrypted. Advanced Encryption 

System (AES) encryption has been used to encrypt the content of 

the file. AES encryption is a symmetric cryptography that use the 

same key to make an encryption and decryption. AES encryption 

not only for security but also for great speed and 256-bit key is use 

because 256-bit key is stronger than 128-bit key and more difficult 

to break. The larger the size of key, the more secure the encryption. 

In this scripting, we also write the command to delete the original 

data. 

 

 
Fig. 7: Encrypted text 

 

Fig. 7 shows the result after the encryption process has been done. 

The content in the file become as cipher text. That is, the content 

of the file cannot be understood until this file is decrypted by us-

ing the same key. 

 

 
Fig. 8: Script for decryption process 

 

After that, the scripting of decryption is created and is named as 

decrypt.sh. In these scripting, the command will read the file name 

that needs to be decrypted together with the location to store the 

file that was decrypted. 

 

 

 

 

 

 

 

 

 

 

Fig. 9: Decrypted text 

 

AES Encryption is installed in 
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Fig. 9 shows the result after the decryption process is done in or-

der to retrieve the original data. 

5. Conclusions 

In conclusion, we can conclude that data security is one of the 

main issues in Big Data. In this project, Advanced Encryption 

Standard (AES) encryption has been implemented to prevent un-

authorized user or intruders from altering the static data stored in 

Hadoop system. AES will encrypt the content of the file so that 

only authorized user can open that file. This project has been test-

ed and the implementation of AES encryption at datanode in 

HDFS was successfully generated. Therefore, this project has 

proved that the encryption method implemented in Hadoop is 

properly functioning to encrypt the content of the file. 
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