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Abstract

IP traceback plays an important role in the cyber investigation process. Because of the trusting nature of protocol the source IP address is
not authenticated. So there may be the chances of occurring one way attack is very high. As a result the receiver does not accept the data
properly. It is known as IP traceback problem. So the IP traceback traces the source of packets and also the traversed path of these pack-
ets. Some applications of the IP traceback are network diagnosis, path validation, performance testing and forensic analysis and so on.
Objective of the paper is to prevent unauthorised users requesting from traceback information for malicious operations. So developed a
token based packet marking mechanism .1t uses token for identifying the sources. In token based authentication IP traceback it uses a
token passing mechanism. The traceback server generates the token. The data along with token is send to the end host. Only the actual
data arrives at end host. The cloud based sever stores the token, data, node details and transmission details. If an attack occurs the token

can be used for identifying the sources as well as traversed path of packet.
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1. Introduction

Now a days the attacks on the internet are growing. Therefore the
forensic crimes are increasing. The possible solution for this prob-
lem is IP traceback. IP traceback traces both source and traversed
path of the packets. Some of the IP traceback techniques are
based on packet appearance, link testing, and ICMP based trace-
back and so on. The disadvantage of this technique is processing
of router’s overhead. There are different types of IP traceback
techniques to be employed. They are based on packet logging,
packet marking, ICMP based and so on. The most commonly used
technique is based on packet marking. Examples of packet mark-
ing techniques are probabilistic packet Marking (PPM), Determin-
istic Packet Marking (DPM), and Flexible DPM and so on. In
PPM the packet is marked with some fixed probability and for-
warded. The receiver can be used by this information to recon-
struct the attack path.

The attack such as DoS causes delay on internet. Therefore it in-
creases the traffic flow. Besides technical shortcomings, econom-
ic inefficiency, such as lack of financial incentive for ISPs, also
hinders the practical deployment of existing traceback solutions.
The advent of cloud services, however, offers a new appealing
option to support IP traceback service over the Internet. It pro-
vides an opportunity to design a traceback system that is incre-
mentally deployable. Cloud storage also increases the feasibility
of logging traffic digests for forensic traceback.

2. Existing system

The internet is the global media organization which can able to
access by any number of users. There are several IP traceback

techniques has been employed. The existing research work such as
PPM, DPM, and OPM can’t track the ip attackers. And also these
techniques will lead to high computational cost. The device infor-
mation can be easily track by the attackers. Another disadvantage
of the existing system is the privacy for a user is low.

3. Proposed system

The aim of the proposed system is to prevent unauthorized access
of data stored in the cloud storage. So an authentication mecha-
nism should be developed. In the proposed system, for authentica-
tion there are three enhanced security mechanisms are used. They
are user name and password, random key generation process and
radio frequency identification smart card. The user sends the data
in an encrypted format. The cloud server stores the encrypted data.
For accessing data stored in the cloud server is an important prob-
lem. Therefore it proposes a token based authentication mecha-
nism for accessing the data stored in the cloud server. So trace-
back processing becomes easier and also the traceback service
more accessible. The main idea is to embed temporal access to-
kens in traffic flows and delivers them to an end host in an effi-
cient manner. When an unauthorized user tries to access the data
in the cloud server the administrator verify the user and blocks
that user. When the user search the data in the server, then the
server sends the user details to user details. The token is generated
only for the registered users. While using the token the user de-
crypts the data. The properly authenticated user has the token to
download and decrypt the data. And also traces the source of the
data. The cloud storage increases the ease of access of data. After
authenticating user the data uploaded in the cloud storage in an
encrypted format. Whenever the data provider registers into the
system it generates a password and encrypts the password using
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MD?5 algorithm and it is stored on the server. After registering the
provider, the user has login to the system using user name and
password. Then verify the user using random key generation pro-
cess and after that verify using smart card. So the user is properly
authenticated and user has to download the data and decrypt the
data. The proposed system focuses on the user privacy and securi-

ty.
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Fig. 1: Architecture of the Proposed System.
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4. System model

This system contains three different modules. They are:

e  User Authorization and Authentication.

e  Secured and Encrypted Data Maintenance.

e  Authorized Party Data Search.

e Administrator.

1) User Authorization and Authentication
The User Authorization and Authentication module is one of most
popular and important factor to enter into the required portals and
applications. This enhanced authentication and authorization
norms module allows the user (Data Owner and Data User) to
register and authenticate them into the system with proper identi-
ties such as Name, Mobile Number, E-Mail-1d, address, Username
and Password and so on. Once the authorization and authentica-
tion processes are done, the users have specific rights to proceed
into the application and access all the features present into it. The
User Authorization and Authentication module is derived based on
three-factor authentication, which enables user to proceed with
three levels of authentication features such as Automatic Password
Generation, Username and Password authentication and Key Gen-
eration process. For the entire authentication module is the path-
way of all users to proceed into the system and accessing the fea-
tures.

2) Secured and Encrypted Data Maintenance
The Secured and Encrypted Data handling process allows the data
owner to maintain the data into the remote cloud server with prop-
er authentication strategies and security. In this module, the base is
derived from Advanced Encryption Standard (AES) algorithm.
The AES algorithm, which is used to perform the Encryption as
well as Decryption process efficiently, which converts the plain
text into encrypted text and then maintained the data into remote
server. So, that no one can break the server as well as break the
data presented into it. For all the entire module of Secured and
Encrypted Data Maintenance is helpful to data owner to maintain
the data securely in remote place without any hesitation.

3) Authorized Party Data Search
The Authorized Party Data Search module is helpful to data user
to search for the stored records into the server. The user has sever-
al stages of validations such as authentication with three-factor

law and needs to request for the required data which is presented
into the server. Once the request is raised, the system generates the
random security key for the respective user and allows them to
enter the key into the portal. The key verification strategy checks
the entered key is valid or not, if the key is proper then allows the
user to download the requested data from the server, if the key is
not proper then immediately the system blocks the user to proceed
further.
4)  Administrator

Administrator can verify the traces of both data owners and data
users at any time and also have an option to activate or deactivate
them at any time.

5. Evaluation and results

Traceback time delay

TOKEN BASED

The graph is plotted along the x-axis the traceback techniques and
along the y axis traceback delay time. As compared to other tech-
niques it reduces the traceback delay time. And also efficiently
token is delivered to the destination. The system is evaluated into
number of datasets. The existing research methods takes longer
traceback delay time .Some of techniques produces router over-
head and fails for identifying the source. In this method it reduces
the processing of router’s overhead.

6. conclusion

In token based authentication mechanism for IP traceback archi-
tecture has several favorable features that the previous traceback
scheme fails. The proposed framework has been implemented
successfully. The framework reduces the traceback delay and
increases the robustness against attack. Token based authentica-
tion mechanism also reduces the traffic flow. The proposed system
is secure, advanced and efficient as compared to the existing tech-
niques. The evaluation result shows that the proposed system is
more secure and efficient. The proposed system also ensures that
there is no duplication of records in the cloud server.
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