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Abstract 
 
Cloud computing providing confidentiality over the insensitive data was the major issue related to security. It verifies the data owned by 
the server through linear computations. The proposed work enables security and efficiency using the cryptographic techniques of hybrid 
algorithms, securing the sensitive information that is present in the cloud. In the hybrid algorithm, it is the combination of problem 
encryption, key generation, result decryption and proof generation. It also validates the results which are being computed and also 

provides end-to-end confidentiality over the data to both the end user. The uses of hybrid algorithm results in a random key generation, 
encrypt/decrypt, and validate the satisfied results. This will provide a low cost to both server and client. 
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1. Introduction  

Cloud Computing refers to the outsourcing service by other 
companies and service providers over the Internet. Cloud 
Computing is easily manageable. It provides easy access to the 

resources and available on-demand and provides ‘pay-per-use’ 
basis. Cloud is a technology where businesses store the 
confidential data. It acts as an endless pool for storing a large 
number of data. Cryptography maintains the privacy of data. It is a 
method of storing and transmitting data in a particular form so that 
the end user can read and process it. It keeps the information safe 
and secure. Encryption is the process of transforming information 
into an encrypted format to prevent unauthorized access. The 

process of decoding involves data that has been encrypted and it is 
transformed back into an original text format. It requires a secret 
key or password.  
Linear Programming involves a practical method of solving the 
allocation of resources with the use of some linear functions in 
which the variables are restrained to the constraints. Linear 
programming involves basic linear problem and nonlinear 
programming also. Nonlinear programming includes at least one 
nonlinear function which refers to the objective function along 

with the constraints. It achieves the desired result at minimum cost 
and risk.  
Vogel’s approximation method is used for nonlinear 
programming. It is used for optimizing transportation cost and 
thus provides a feasible solution to an allocated problem. 
Regarding the basic linear solution, simplex and dual simplex 
method have been used. The dual simplex method provides an 
alternative solution to the linear problem used along with the 

algorithms. 

 

2. Proposed Work 

This proposed scheme represents security over the insensitive 
information that is in the cloud by using the cryptography 

technique and also maintains the efficiency of verification done 
through linear and nonlinear programming method for checking 
the end results. 

Overview of the Framework 

Security in the cloud can be obtained by applying the encryption 
and decryption along with the generation of the secret key through 
the cloud and also both linear and nonlinear programming 

disintegrations on the private data of the client for verification of 
files from the server. This technique makes the client to secretly 
transform the original problem into a random solution to achieve 
the secure outsourcing. Thus, it provides end-to-end 
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confidentiality between the client and server by guaranteeing 
either low or no cost to clients as well as servers. 

Method Overview 

More information at higher levels in the cloud platform makes the 
security concern out of range. The user needs a secure verification 
of data before and after the encryption and decryption so that no 
third party can act as an intruder and verify the file. Thus the 
factor uniqueness of the file has to be maintained throughout the 
process. When the private key is applied for both encryption and 

decryption through the cloud and when verifying the file is done 
by applying the mathematical procedure like linear program 
equations, makes the security more lenient and also achieves this 
through the efficient cost range and maintains the best outcome.  
Vogel’s Approximation method can be refined for all the 
nonlinear programming methods for optimizing the proper 
transportation cost. It produces the optimizing solution for 
transferring the files from one way to another. A better example 

for the Vogel’s Approximation method is: 
 
Server Supply 

A 120 

B 80 

C 80 

 
Client Demand 

P 150 

Q 70 

R 60 

 
 P Q R 

A 8 5 6 

B 15 10 12 

C 3 9 10 

 
To find the initial feasible solution for the above example using 
Vogel’s approximation method, we must find the penalty cost for 

both the rows and columns of the problem.  
Penalty cost = Lower Penalty cost – next Lower Penalty cost 
Row A      6-5 =1 
Row B      2-10=2 
Row C      9-3 =6 
Column P    8-3=5 
Column Q   9-5=4 
Column R    10-6=4 

Compare the penalty cost of Rows and Column and we can find 
that 6 has the highest penalty cost. 
We are using the dual simplex problem for the simple linear 
equation,  
Minimize z = 2x1 + 3x2 + 4x3 + 5x4 
subject to x1 −x2 +x3 −x4 ≥ 10, 
x1 −2x2 +3x3 −4x4 ≥ 6, 
3x1 −4x2 +5x3 −6x4 ≥ 15 

x1, x2, x3, x4 ≥ 0.                                                                         (1) 

 All coefficients in z = 2x1 + 3x2 + 4x3 + 5x4 are non-negative, 
therefore it is optimal for the dual simplex. Multiply the equations 
by −1 and add to each of the equations its own variable.  

The Framework of the Algorithm 

The Framework uses four Algorithms, where Proof Generation 
Algorithm is used by the Cloud Server and Client process uses 
three algorithms organized as Key Generation, Problem 

Encryption, Result Decryption respectively. The Algorithm can be 
detailed as below:[18\ 

 Key Generation Algorithm: This can be used for 

randomly generating the private key which produces a 
secret key ‘K’. This ‘K’ is generated when encrypt 

process happens to the file and sent to the user through 
the cloud. 

 Problem Encryption Algorithm: This encrypts the 
selected multiple files requested by the user along with 

generation of secret key ‘K’. It encrypts the file and thus 
gets processed in the cloud. 

 Proof Generation Algorithm: This algorithm is used 

mainly for outsourcing and thus provides a verification 
solution similar to the output produced. The verification 
solution maintains the efficiency of the output and it 
checks for the possibility of the errors. 

 Result Decryption Algorithm: This decrypts the 

encrypted file sent via the cloud. Since the decryption 
process takes after the verification, it provides much 
accurate results and thus the original file content will be 
decrypted and proper results will be shown. 

3. Related Works 

In this section, we will review some existing methods which have 
been proposed in past years. Atallahet. al. [1][2] has been 
proposed the general computation methods for securely 
outsourcing of linear algebraic equations and also for real-time 
complex matrix multiplications. They have mentioned the 
sensitive information can be accessed. Peeter Laud et. al. [3] 

discussed about the practicality of outsourcing linear 
programming. Benjamin and Atallah [4] discussed the difficulty of 
secure outsourcing for broadly applicable linear algebra 
calculations. However, the proposed protocol demands the costly 
operations of homomorphic encryptions. In past recent years, 
Wang et. al. [5] introduced a secure outsourcing methodology for 
the large-scale system of the linear equations, which is based on 
the iterative approaches. However, it needs multi-round co-

operations between the client and the cloud server and thus is 
quite impractical. Wang et al. [6] introduced effective mechanisms 
for secure outsourcing of linear programming computations. But 
the solution demands various matrix to matrix operations, which 
will possess cubic-time computational complexity, so is less 
feasible. The forms of mathematical linear computations that 
include matrix multiplications, comparisons of efficiency are hard 
for large problems. To avoid these complexities, either heavy 

cloud-side encryption and decryption can be performed [7][8] or 
large complexities [9][10] [19] are required. 

4. System Model 
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5. Conclusion 

This paper provides the optimal solution to the security of 
outsourcing done in the cloud and provides feasibility to both the 
linear and nonlinear programming functions. Secure computations 
are done through the cloud. The algorithms and methods are used 
for the security of the data owned by the user. It not only provides 
cryptographic security to the data but also the correctness of the 

data through the verification methods. Thus, improper data access 
can be restrained.  
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