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Abstract 
 

The Hill Cipher algorithm is a practical algorithm which requires only preliminary knowledge of matrices which makes it quite useful. 

But, for decrypting the encoded information the key matrix needs to have an inverse (The key matrix needs to be invertible) or else it is 

impossible to decrypt the given information. The main objective of our paper is to introduce an unorthodox and improved version of Hill 

Cipher which will make encryption and decryption of an image easier. This paper has diverged from the conventional method by using 

an orthogonal matrix (where the transpose of a matrix is equal to its inverse) as our key matrix. This method is faster and easier as find-

ing the transpose of a matrix is much simpler than finding the inverse of a given matrix and hence, facilitating the process of faster exe-

cution. To further break down the process into an even simpler one, we have added a few more constraints. To show its application, we 

have used this method to encrypt images using MatLab. 
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1. Introduction 

In this era, there have been many breakthroughs in digital 

communication and modern means of digital transfer of 

information is constantly replacing the conventional means thus 

increasing the emphasis on security and safe transfer of 

information, thus making cryptography crucial. Conventional 

Encryption can also be called as symmetric encryption or single 

key encryption. In fact, it was a type of encryption that was used 

before the development of public-key encryption. Conventional 

encryption can, in turn, be classified into the categories of classi-

cal and modern techniques. The security of the information has 

always been an important problem but its importance has been 

increasing with each passing day. Cryptographic algorithms can 

be divided into Symmetric and Asymmetric key algorithms.  In 

symmetric algorithms, the receiver and the sender share a common 

key. 

Asymmetric algorithms deal with a pair of keys (both public, pri-

vate) which happen to be related mathematically. The primary 

polygraph cipher having specific advantages in data encryption is 

the Hill Cipher. These days, information security is beginning to 

play a major role in transmission of data as well as in its storage. 

Images are used in a wide range of processes which increases the 

importance of protection of image data from unauthorised access. 

The field of information concealment, image hiding or encrypting 

methods and algorithms employs image encryption to fulfil an 

important role in their processes. 

Cryptography uses intricate mathematical calculations and logic 

for its process of encryption. Cryptography can also be thought of 

as an art, it restores people‟s faith in the electronic world by help-

ing them to remain safe. People can carry on their online processes 

without the fear of their data being stolen or getting hacked and 

with the knowledge that their privacy is secure. The recent times 

have seen an upsurge of online transactions by people which calls 

for more encrypted and safer means and cryptography serves that 

purpose. The world today thrives on electronic transactions online 

by using online banking, payment sources like Paytm, Paypal, 

etc., This increase in using the online resources has resulted in 

increased dependence on cryptography and authentication. The 

transfer of information, while making sure that nobody under-

stands it, is the purpose of cryptography. Here, the attempt is to 

make sure that when the enemy receives the message, it is in en-

crypted format so that he doesn‟t understand it. Confidentiality is 

the often considered as the main premise in the field of infor-

mation shielding. Secure communication is one of the direct appli-

cations of cryptography. [1] 

The central management problem keeps crippling the secure 

communication from becoming common and thus reducing their 

effectiveness. The production of public-key cryptography creates a 

large and an effective group of people who can communication 

securely with one another even if they had never communicated 

before. 

In visual cryptography, an attacker cannot judge or find relevant 

information but can alter it without knowing the repositories of 

data which can create problems in decryption. There may be some 

bit flipping or bit alterations during communication also. To over-

come this problem people have proposed many ways to detect the 

tampering [2]. The hill cipher is a classical symmetric cipher 

based on matrix manipulation. It has several advantages including 

its resistance to frequency analysis and its simplicity due to the 

fact that it uses matrix multiplication and inversion for encryption 

and decryption. However, it succumbs to the branded plaintext 

attack [3-4]. Substitution Cipher is a technique that transforms a 

given text into random or stochastic data bits. There are many 

cryptographic substitution algorithms like Caesar Cipher, Mon-

oalphabetic Cipher, Playfair Cipher, Polyalphabetic Ciphers, One 

Time Pad, etc. [5-6] 

In this paper, we have used an improved version Hill Cipher 

method which uses an orthogonal matrix as its key matrix. The 
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primary aim of this paper has overcome the problems that arise 

when using a random matrix as a key matrix because if the key 

matrix is not invertible, then the message cannot be decrypted. To 

further simplify the calculations that are involved in calculating 

the inverse of a key matrix, we have used an orthogonal matrix 

since finding a transpose is much simpler than finding the inverse. 

We have also added a few more constraints to make the computa-

tion simpler.  

2. Generation of Orthogonal Key Matrix 

For the encryption technique, the Orthogonal Hill (OTH) Cipher 

algorithm that has proposed uses orthogonal matrix as the key 

matrix. The procedure that has adopted to generate the orthogonal 

matrix is elaborated below 

The matrix A is said to be orthogonal matrix if A A T = I or trans-

pose of A is equal to its inverse. The structure that has been fol-

lowed for the generation of orthogonal key matrix is valid for 

matrix whose elements are real number. The algorithm that we 

have proposed can be used for square matrices with order „n‟ pro-

vided that „n‟ is even. We have illustrated it by taking the example 

of a 4x4 matrix. 
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A is an orthogonal matrix which implies A AT = I 

Or     AT = A-1     

 

Consequently,  
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Therefore, 
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These are the conditions which are arrived at using the property of 

the orthogonal matrices but this isn‟t simple enough to carry out 

analysis. That is why some more constraints have been added to 

simplify the process. 

Constraint:  a11 = a12  

Which results in a22 = -a21 
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And, A AT   =   I                                                      (12) 
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Equating it,  
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Simplifying it, we get the expressions for a, b, c and d 
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By substituting values for a, b, c, d which satisfy the above equa-

tion we are able to generate a11 and similarly a22. 

Hence by following this procedure, the key matrix can be generat-

ed, thus eliminating the complexity involved in the regular Hill 

Cipher method. 

 

Algorithm: 

1. Select any arbitrary 2x2 matrix a11( It will be one of the blocks 

of the main matrix ) 

2. Generate the second block which is the same as that of the 

first block( a11 = a12 ) 

3. Select another arbitrary matrix (this  will be the third block), 

a21 

4. Find the final block by using  a22 = -a21  

5. By combining all the blocks, the required key matrix is ob-

tained. 

 

Fig. 1 illustrates the Flow diagram for the Orthogonal Matrix gen-

eration, 

 

 
Fig.1: flowchart for key matrix generation 
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3. Image Encryption Using OTH Cipher 

We know that the original Hill Cipher method can be used for 

encrypting both grey scale and color images, the procedure that 

we have proposed can also be adopted for grey scale and color 

images and we have also verified the results using MatLab. For 

the color images, we can convert the whole image into a three 

dimensional matrix by splitting the image into three different col-

ors namely red, blue and green. We use the key matrix that we 

have generated earlier and we encrypt the given matrix. 

The Encryption Algorithm: 

1. Import the image onto MatLab 

2. Assign a variable to it (say b) 

3. b is a Three Dimensional Array, whose constituents hold the 

RGB (Red Green Blue) value of the Pixels of the image. 

4. Split b into its 3 different matrices say b1, b2 and b3,using: 

b1=b(:,:,1); 

b2=b(:,:,2);  

b3=b(:,:,3); 

5. It is noteworthy to remember that the values inside these matri-

ces are in “uint8” format. That is, they range from 0-255 only 

and are not subject to any matrix operation. 

6. Convert them to “double” format matrices:  

bb1=double(b1); bb2=double(b2); bb3=double(b3);  

7. Now apply the OTH cipher key to these matrices. The K ob-

tained here is orthogonal and obtained from the above men-

tioned algorithmbbe1=K*bb1; bbe2=K*bb2; bbe3=K*bb3; 

8. The new matrices obtained are encrypted and can now be 

inserted back into the Pixel format, after converting them back 

to uint8 format. 

To convert them back to uint8: 

bbeu1= uint8 (bbe1); 

bbeu2= uint8 (bbe2); 

bbeu3= uint8 (bbe3); 

9. These are the new RGB values of the encrypted image. 

10. To view the image, insert them back into the 

Array form: 

A=bbeu1 (say) 

A(:,:,2)=bbeu2; 

A(:,:,3)=bbeu3; 

11. To view the encrypted image:  

Image(A) 

12. Thus the encrypted image is obtained.  

In order to get back the original image, the same procedure is 

to be followed, only change being that K is replaced by KI = 

inv(K) = K-1 

 

Flowchart: 

 

 
Fig.2: the Encryption Algorithm flowchart 

4. Simulation 

Generation of the key matrix using Gram-Schmidt orthogonalisa-

tion: 

We use the projection formula as: 
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Where ,v u  is the inner product of vectors v  and  u . Now, 

we take set of basis elements n, n being the dimension of pixels 

we want to encrypt as nxn matrix. Let this set of basis elements be 

1 2 3 4{ , , , ,........, }nv v v v v . Then the set of orthonormal basis is 

calculated as 1 2 3 4{ , , , ,........, }ne e e e e  as: 
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Now these orthonormal basis vec-

tors 1 2 3 4{ , , , ,........, }ne e e e e are then placed in an n × n matrix 

and this matrix is then used as encryption matrix for  encrypting 

the image information by distorting its pixels by multiplying the 

pixel matrix with this matrix. While coding in C programming 

language we are working with two matrices, “matA” and “matQ1”. 

First the code asks for dimension of the matrix and then matA 

matrix takes the input values from the user as basis elements 

1 2 3 4{ , , , ,........, }nv v v v v  using „inputMatrix‟ function and 

then proj and normalize functions calculate the projection and 

normalized values respectively and finally these normalized val-

ues are put in n × n matrix to get the orthogonal matrix “matQ1”. 

 

 
(a) 

 

 
(b) 
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(c) 

 

 
(d) 

 

 
(e) 

 

 
(f) 

 

 
(g) 

 

 
(h) 

 

Fig.3: Software simulation: (a) Taking input values, (b) Calculating the 
dot product, (c) Calculating the projection, (d) Normalization, (e) Multipli-

cation needed by „proj‟ function, (f) Temporary value storage „r‟ matrix, 

(g) Addition of two matrices and (h) Computation of Q matrix (orthogonal 
matrix) 

 

The steps used to generate the matrix: 

1. Taking input values: Figure.3 (a) 

2.  Calculating the dot product: Figure.3 (b) 

3. Calculating the projection: Figure.3 (c) 

4. Normalization: Figure.3 (d) 

5. Multiplication needed by „proj‟ function: Figure.3 (e) 

6. Temporary value storage „r‟ matrix: Figure.3 (f) 

7. Addition of two matrices: Figure.3 (g) 

8. Computation of Q matrix (orthogonal matrix): Figure.3 (h) 

 

 
Fig.4: Sample example for 4×4 matrix 

5. Results 

Before encryption, the original images: Figure. 5(a) and 5(b): 

 

 
(a) 

 

 
(b) 

Fig.5: Images before encryption (a) original image1 and (b) original im-

age2 

After Encryption by application of OTH Cipher: 
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(a) 

 

 
(b) 

Fig.6: Images after encryption (a) encrypted image of image1 and (b) 

encrypted image of image2 

 

Clearly, the encryption algorithm has encrypted the images be-

yond recognition or beyond any resemblance to the original image. 

Concretely, the matrix obtained by the above mentioned method 

of generation orthogonal matrix has been used in the OTH cipher 

to encrypt the images. 

Fig.6(a) and Fig.6(b) illustrates how the algorithm has changed the 

pixel values of the images resulting in them appearing altered and 

making them unable to represent any visual meaning. 

An important observation here is that the encryption algorithm is 

only as effective as more abstract or more random the orthogonal 

matrix may appear.  

6. Conclusion 

This paper has delineated on how to properly encrypt images by 

using OTH Cipher technique. The proposed encryption mecha-

nism considerably reduces the problems faced while encrypting 

images using original Hill Cipher Technique. In this paper, a 

unique algorithm has been developed for generation of key matrix 

and it also elaborates on generation of key matrix using Gram-

Schmidt orthogonalisation by means of the software code that has 

been written. Further, the images that have been encrypted sub-

stantiate the algorithms that have been mentioned earlier. 
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