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Abstract

Information system of academic institution is used to manage data from students, staffs and lecturers that consists a lot of critical infor-
mation like student grades, accounts and other private information. However, some of information system have SQL injection vulnerabil-
ity which occurs data security breach. It has possibility to make reputation damage and other business impact in academic institution.
Therefore, objective of this study is to analyze risk based on business perspective as basic process to select suitable mitigation. OWASP
is exisiting method that considered as proper method for risk analysis in this study because it has explicit metrics related business ap-
proach. Based on experiment result, business impact of vulnerability can be measured. However, some metrics still need to be developed
to get more precision result that describe real impact for business of institution.

Keywords: Risk analysis, OWASP, information system, SQL injection.

1. Introduction

Information system is built to support business of academic institution. It involves a lot of information. Therefore, IT security is needed
to be implemented in information system to protect critical information. IT security incidents in information system cause serious prob-
lem for institution. Data security breach is incident that often occured in information system of academic institution. It causes negative
sentiment that impacts to reputation and financial of institution (Sinanaj, Muntermann, & Cziesla, 2015). The caused of data security
breach mostly is SQL injection (OWASP, 2013)(Huang, Liu, Fang, & Zuo, 2016). Therefore, security assessment and risk analysis relat-
ed with SQL injection are important process to know about security level of information system in academic institution.

Risk analysis is process to assess impact of vulnerability to organization. Risk rating is important part of risk analysis to give level status
of vulnerability like high, medium or low. Output of risk analysis is useful for institution as basic information to make mitigation priori-
ty. DREAD, OWASP and CVSS are methods that often used to rate risk of vulnerability.

This study has objective to analyze risk of SQL injection vulnerability in case study with business approach. The anaysis result will be
evaluated to get precision information about business impact. OWASP risk rating is selected to this study because it has explicit metrics
related business approach.

2. Related Works

Some previous studies have discussed about risk analysis. Cifuentes et al. analyzed security vulnerability of mHealth application.
mHealth is application that has functions for medical information, education and awareness, remote monitoring, diagnostic support,
treatment support, communication and training for healthcare workers. The most vulnerabilities were found in remote monitoring with
31% high risk, 16% medium risk and 53% low risk (Cifuentes, Beltran, & Ramirez, 2015). OWASP approach was used to determine
level of risk.

Williams assessed security risk of Raspberry Pi. NIST guidelines was used to determine security category like management security con-
trol, operational security control and technical security control (Williams, 2015). OWASP Top10 was also used as guideline of security
testing. Result of assessment was rated by OWASP ranking.

Bale et al. analyzed security vulnerabilities and risk of academic information system. Facilitated Risk Analysis Process (FRAP) is meth-
od that used to identify and measure security risk (Petrus, Bale, & Sediyono, 2014). Bale et al. audited the procedure of academic infor-
mation system and try to find possibility of vulnerability. Mitigation plan was constructed after risk analysis was made.
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3. Method

This study involves risk rating methods as part of risk analysis. The Open Web Application Security Project (OWASP) is research com-
munity that results application and guidelines in IT security. The one of OWASP product is OWASP risk rating method (OWASP,
2015). It is used to rate security vulnerability and the equation of OWASP risk rating can be shown below (Joh & Malaiya, 2011) (equa-
tion 1)

Risk level=Y _iLi x I @

Likelihood (Li) is often defined as probability of security attack event that adverse organization (Nyre & Jaatun, 2013). In OWASP, like-
lihood consists of threat agent factors and vulnerability factors (table 1).

Table 1: Likelihood factors of OWASP risk rating
Factors Metrics
Skill Level (SL)
Motive (M)
Opportunity (O)
Size (S)
Easy of discovery (ED)
Easy of exploit (EE)
Awareness (A)
Intrusion detection (ID)

Threat Agent

Vulnerability

Calculation of likelihood can be shown in equation 2 :

SL+M+0+S+ED+EE+A+ID
8 (2)

Likelihood =

Impact (li) is often defined as negative effect from security incident to organization. Impact factors consist of technical and business
(table 2).

Table 2: Impact factors of OWASP risk rating
Type of Impact Metrics
Loss of Confidentiality (Lc)
Loss of Integrity (Li)

e Loss of Availability (Lav)
Loss of Accountability (Lac)
Finacial Damage (FD)

Business Reputation Damage (RD)

Non-compliance (NC)
Privacy Violation (PV)
Calculation of technical and business impact can be shown in equation 3 and equation 4.

, Letli+Lavil

Technical Impact = % 3)
, FD+RD+NC+PV

Business Impact = — 4)

Final score of risk can be mapped as level by OWASP factors mapping table (table 3).

Table 3: OWASP factors mapping

HIGH MEDIUM HIGH CRITICAL
IMPACT MEDIUM LOW MEDIUM HIGH
LOW NOTE LOW MEDIUM
LOW MEDIUM HIGH
LIKELIHOOD

4. Experiment Details

Experiment is done to running system of information system in academic institution. Steps of experiment can be shown below (Ibnugra-
ha, Nugroho, Widyawan, & Santosa, 2016) :

1) Identify SQL injection vulnerability
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Adding single quotation mark ( ¢ ) in the end of URL is done to identify SQL injection vulnerability (Makino & Klyuev, 2015). Applica-
tion will display error message related with database if application has SQL injection vulnerability. Manual testing is done as first step in
vulnerability identifying where the tester does not need automatic tool to find vulnerability. The tester only uses knowledge and experi-
ence to find SQL vulnerability in information system of academic institution. However, automated testing is also used to verify vulnera-
bility (Goel & Mehtre, 2015).

2) Attack Vulnerability

Attack process is done to get details of explored information.
3) Analyze security risk

Risk analysis is done by using OWASP risk rating.

Experiment uses blackbox method from external testing. It means that researcher does not have knowledge about information system and
experiment is done from outside institution (Bacudio, Yuan, Bill Chu, & Jones, 2011)(Shah & Mehtre, 2015). The scenario of experi-
ment can be shown in fig. 1.

Academic institution environment

IS Server

INTERNET

é}a&/ - J

Attacker

Fig. 1: Experiment scenario

5. Result and Discussion

Information can be explored using experiment steps above. Most of information is in important category like username, password, email
address, home address, bank account, student grades, telephone number, date of birth and place of birth (McCallister, Grance, & Kent,
2010). The information was found in 30 tables from 24 databases. Score of metric refers to OWASP provisions to assess condition of
experiment (OWASP, 2015). Mapping process of experiment conditions to OWASP score can be shown in diagram below (fig. 2) :

Give score for every suitable
condition according to OWASP
provisions

Analyze suitable condition with
metrics OWASP

Describe experiment conditions

Fig. 2: Mapping diagram from experiment conditions to OWASP score

The condition resulted by experiment and score mapping, can be explained below :

1) In exploring information, attacker must have skill about penetration testing. In experiment details, attacker does not need special ac-
cess. Public network can be used to attack target. Grade of students can be changed by attacker so it has possibility to get reward for at-
tacker. Based on condition 1, score of threat agent factors can be represented in fig. 3

(&) Threat Agent Fartors
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Fig. 3: Score of threat agent factors
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2) SQL injection vulnerability has been released by OWASP Top10. The vulnerability can be found by tools like acunetix. Attacker can
explore information in information system by tools like Havij. Information system also does not have log that record user activity in ap-
plication. Based on condition 2, score of threat agent factors can be represented in fig. 4
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Fig. 4: Score of vulnerability factors
3) A lot of critical information can be explored and it has possibility to interrupt service of information system. However, wrong infor-

mation can be found by administrator of information system. Based on condition 3, score of threat agent factors can be represented in fig.
5
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Fig. 5: Score of technical impact
4) Critical information in information system is derived from lecturers, staff and students. It can be account information, students grade

and other private information. If attacker publish critical information, reputation of academic institution will be affected. However, finan-
cial loss will not occur directly. Based on condition 4, score of threat agent factors can be represented in fig. 6

(d) Basimess. npact

Fig. 6: Score of business impact
Based on experiment result, score and level for OWASP component can be shown in table 4.

Table 4: Score of OWASP component

Component Condition Formula Score Level
Likelihood 1,2 Equation 2 8.25 High
Technical Impact 3 Equation 3 4.75 Medium
Business Impact 4 Equation 4 4.25 Medium

The final level can be measured using equation 1 and the result can be mapped with table 3 above. In final calculation, technical impact
has high level. Similar result also occurs in business impact that it has high level.
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In this study, risk analysis has been successfully measured. However, OWASP risk rating uses equal weighting for every factor so it
needs customization to result specific and precision business analysis (OWASP, 2015). In different environment of organization, busi-
ness impact factors should have different analysis and result. Adaptive weighting is needed to complete risk analysis based on business
approach. Therefore, identification of specific factors related business perspective needs to be done in future work to result more preci-
sion analysis. Weighting factors also needs to be considered by involving multiple criteria condition.

6. Conclusion

IT security incidents impact to business aspect of academic institution. Data security breach often occurs in academic institution envi-
ronment and it is often caused by SQL injection attack. Therefore, risk analysis based on business aspect is needed by academic institu-
tion to measure level of vulnerability. OWASP is risk rating method that selected in this study because it has explicit metric related busi-
ness perspective. In case study, reputation damage is the most influential metric than other metrics like privacy violation, non-compliance
and financial damage. In experiment result, level of SQL injection vulnerability can be measured by OWASP score and it has high busi-
ness impact for academic institution. However, the method still has no relation with environment metric like type of institution and type
of asset. Therefore, it still needs aspect development to result precision level related business impact.
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