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Abstract 
 

Authentication, which involves the verification of identity, is one of the most important security features. It usually depends on three 

factors: something you know (knowledge), something you have (token) and something you are (biometrics). In this paper, we propose 

the use of biometrics (fingerprints) with a fourth factor, namely location (i.e., where you are), in order to develop a privacy- friendly 

multi-factor authentication scheme suitable for smartphone applications. 
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1. Introduction 

Phone applications are now becoming essential parts of our everyday lives. They are now integral aspects of our day-to-day activities 

starting from being woken by digital alarms, communicating through video telecommunications, socialising via social networks, purchas-

ing groceries from an online store, and managing our finances using online banking services. Furthermore, an increasing number of ac-

tivities are now becoming manageable through phone applications. 

However, with the increased use of these applications that hold sensitive data and perform critical functions, security has become a ne-

cessity. Consequently, one of the essential aspects of security is authentication, which is “proof of identity, a process by which an entity 

provides acceptable proof that the identity of which the entity claims is in fact an identity that the entity is entitled to use” [1]. 

Authentication is usually performed based on three types of factors. The first is using something you know, namely knowledge, like a 

password. the second is something you have, namely a token that can either be designed explicitly for authentication like smart cards or 

tokens that have other primary functionality but can also be used for authentication, such as phones. the third is something you are, 

namely your behavioural or physical traits, such as a fingerprint. 

although these factors have been sufficient for most cases, other factors could also be used, such as WHERE YOU ARE. An example of 

this is Location-Based Authentication, which can be useful information for authentication. For example, a hacker who lives in Russia 

should not be able to log in to the account of a user who lives in Saudi Arabia. 

User location can provide many benefits, one of which is ensuring that critical operations can only be performed at approved physical 

locations, such as the remote control of critical systems. Similarly, sensitive information can only be accessed at these locations, like a 

company’s financial transaction history. Another benefit is the ability to control the access to a physical site. Furthermore, user location 

can also be used to prevent spoofing, which is a major threat to network security and can prevent connection hijacking by continuously 

tracking user location. "Location-based authentication has the effect of grounding cyberspace in the physical world so that the physical 

locations of network entities can be reliably determined" [2]. 

Additionally, it can be used for security audit services "where security audit information is enhanced with the location of an entity or 

entities that are involved in an audited action" [3]. This can be particularly useful in cybercrime investigations by providing evidence that 

can be used for convicting or proving innocence, or for locating offenders. Furthermore, many potential intruders will be deterred if they 

know their location will be audited and their anonymity will be breached. 

User location cannot be used for authentication on its own, but combining it with any of the other authentication factors can boost securi-

ty and create Multi-Factor Authentication (MFA). MFA "is a secure process of authentication which requires more than one authentica-

tion technique chosen from independent categories of credentials" [4]. The more factors used, the better the security will be, bearing in 

mind that it is important to establish a good balance between security and usability. 

Since smartphones include a wide range of technologies such as fingerprint readers and location-sensing technologies like GPS, we pro-

pose that these technologies can be used to implement MFA that will provide more security for smartphone applications while preserving 

their usability. 

Nevertheless, both the fingerprint and location of the user are sensitive information, and using user fingerprint and tracking location can 

lead to privacy risks. An unauthorised party should not be able to access such information. Thus, this scheme must also maintain the 

privacy of the user. 

http://creativecommons.org/licenses/by/3.0/
http://creativecommons.org/licenses/by/3.0/
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2. Related work 

We will examine privacy friendly fingerprint authentication, location based authentication and MFA that have either fingerprint, location 

factor or both. 

2.1. Fingerprint authentication 

A case study for cancelling fingerprints using one-way transformations is presented in in [5] and [6]. The authors implemented the trans-

formations in several ways including Cartesian, Radial, Polar and Functional transformation, and then they compared their relative merits 

empirically. 

Hashing the fingerprint minutia using symmetric hash functions is proposed in [7]. Their approach has two assumptions. First, the loca-

tion of the singular points is usually unstable and it is therefore undependable. Second, there is no pre-alignment between the test and the 

stored fingerprint templates. Their work provides secure fingerprint representation and matching. They extended the work in [8] by using 

a combination of symmetric hash functions instead of only one. This resulted in an increase in the security of fingerprint matching by an 

exponential factor. 

A protocol that reports all users whose distance to the submitted finger code is under a given threshold is proposed in [9]. This work dif-

fers from previous works related to privacy preserving fingerprint as it usually returns the best matching user in the database. 

A privacy-preserving fingerprint authentication based on minutiae representation is presented in [10] in which the advantages of Yao's 

classic Garbled Circuit (GC) protocol were used to develop a technique that is accurate, efficient and scalable. 

2.2. Location based authentication 

One of the first studies that highlighted the important use of location-based authentication in improving security is [11], in which the 

authors demonstrated how user location can be used to control the access to sensitive systems or information and how it can be used to 

prevent network breaches or to deter intruders. In their methods, they proposed the use of what they called a location signature, which 

works in the following manner. If a user wants access to a protected resource, his/her location should be provided to the server. To verify 

the user, the server compares the received location with its location and then grants the access. Nevertheless, in their approach, they pro-

posed the use of a technology called cyberLocator, whereby users need to own a particular kind of GPS sensor that is not user-friendly. 

Enhancing the knowledge factor by using the additional factors of possession and location is proposed in [1]. In this context, the location 

is obtained from mobile telephone network and then used to improve the access control and to provide an audit of the information. 

An access control mechanism that is location-aware is proposed in [12]. However, it was specifically designed for controlling access to 

wireless networks. 

The use of location and time stamp was proposed by [13], where the location is obtained from the user phone’s to design an authentica-

tion method that is suitable for a web-based education system. The location is obtained using a GPS or base station location if GPS is not 

available. However, this study did not provide security analysis for the proposed method. 

A location-based authentication and authorization mechanism using smartphones is proposed in in [14] for mobile transactions. To obtain 

the location of the user, they proposed the use of a hybrid approach that combines various technologies that are available in modern 

smartphones, which increases the user- friendliness of their method. Nevertheless, this was has a security limitation related to user priva-

cy. 

Improving the authentication of the portable consumer device that is involved in conducting a transaction at a merchant is proposed in 

[15]. The server acquires the location of the consumer device and the locations of a merchant. If they match, then the consumer device is 

authenticated. This work did not provide security analysis for the proposed method. 

2.3. Multifactor authentication 

A multi-factor authentication that uses the knowledge factor with the location factor is proposed in [14]. The proposed approach uses a 

combination of various servers and applications, which renders this approach costly in addition to privacy limitations related to user loca-

tion. 

A two-factor authentication that uses biometrics together with a password is proposed in [16]. As discussed previously, the combination 

of biometrics and knowledge affects the usability of the system, which is an important aspect that impacts the success of smartphone 

applications. 

A multi-factor authentication that uses user biometrics, a user password in addition to location and time is proposed in [17]. This assures 

secure-live communication, but at the cost of usability, which is an important feature for any authentication scheme. 

In this paper, the proposed scheme incorporates only biometrics with location-based authentication, which increases the usability while 

still gaining all the security benefits. 

3. Architecture design 

The proposed scheme functions in three phases: setting up, registration and signing in, as shown in Fig1. 
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Fig. 1: Architecture Design. 

 

In the setting up phase, the system admin will configure the legal locations of the user. For instance, if the scheme is designed for an air 

traffic control system, the system admin will define and specify the airport area as a polygon consisting of points designated as latitudes 

and longitudes.  

This is followed by the registration phase in which the user inputs his/her identification and clicks register. Instantly, a pair of asymmet-

ric keys will be created. The private key will be stored in the user's smartphone and the public key will be transmitted to the backend and 

saved in the system for future use in the verification process. In the previous example, the users should be airport staff. 

Finally, the logging in step involves a prompt by the application for the user to touch the sensor; if the scanned fingerprint matches that 

already stored in the device, user location will be obtained using WI-FI, Network, or GPS in any combination available. This information 

will be signed using the private key which can only be retrieved if the fingerprint is matched. The signed information is then transmitted 

to the backend where the system will verify the sender using the public key. Decrypting the received information using the public key 

will enhance the possibility of determining user location and verifying whether it is within the legal locations defined in Step 1 or not. 

The authentication will be successful if it is within the legal location, otherwise it will fail. In the previous example, the system will de-

crypt the received information using the employee public key registered in the system; if the decryption is successful, the system will 

confirm that the received location is within the airport before authenticating the employee; however, authentication will fail if the loca-

tion is outside the airport. 

4. Prototype implementation 

The prototype has been implemented in four stages: setting up, registration, signing in and finishing up. 

4.1. Setting up 

• Define the legal location 

The legal location is defined by establishing several location points (latitudes and longitudes) to create a polygon as shown in Fig2. This 

is defined as the specific user region which can be stored in the user device or in the server. In this scheme, the information will be stored 

in the server for flexibility, to allow the application administrator to change the location or adjust the latitudes and longitudes. This will 

not be possible if the location is stored in the user device which is inconvenient, as it will require all users to update their app to obtain 

the new location. 

 

 
Fig. 2: Defining the Legal Location. 

4.2. Registration 

• Identification 

Identification could take the form of a social security number (SSN), ID number, email, Phone number or other forms of ID. In this pro-

totype, a user name was chosen as identification for convenience  

• Create asymmetric key 
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A pair of public and private keys were created using Elliptic Curve cryptography. The key size is 256 as recommended by NIST. Elliptic-

Curve was selected because it uses a smaller key size compared with other asymmetric cryptography techniques, and requires less stor-

age and less processing power which are limited on a smartphone. The asymmetric keys are generated using Key Pair Generator, an en-

gine with the capability to generate the private key and its related public key. This engine will also be used to initialise the Elliptic Curve 

algorithm. 

• Enroll identification and public key 

Once the key pair has been created, the private key will be stored in the smartphone KeyStore, a secure repository used to store crypto-

graphic keys, X.509 certificate chains, and trusted certificate [18]. The public key will be transmitted with the identification to the 

backend for future use, to verify that the authentication request is made by the authorised user. Fig3 shows an example of 256 EEC pub-

lic key.  

 

 
Fig. 3: An Example of Public Key. 

4.3. Signing in 

• Scanning the user fingerprint 

After the user clicks on the “sign up” button, the scheme will prompt the user to touch the fingerprint sensor. If it corresponds to the 

stored fingerprint, the scheme will continue. If there is no match, an error message will be displayed.  

The fingerprint will neither be stored in the system nor transmitted; it will only be utilised to authorise the use of the private key. Also, 

the private key will not be retrieved unless the user is authenticated with a registered fingerprint.  

• Determine user location 

Once a fingerprint match has been confirmed, the smartphone location will be determined using any available combination of Wi-Fi, 

cellular networks and/or GPS.  

• Sign the information 

The obtained location will be signed with the user private key and sent to the backend with a nonce, which is a number that is used to 

prevent replay attacks by assuring that it is unique and can be used only once. In Fig4 shows an example of the encrypted message.  

 

 
Fig. 4: An Example of the Encrypted Message. 

4.4. Finishing up 

• Verification 

After the signed message is received at the backend, it will be verified using the public key enrolled Previously. 

• Checking user is inside a legal location 

The public key will be obtained by decrypting the received message using a registered public key. Then, the obtained location will be 

verified to determine that it is within a legal location. If it is confirmed, the authentication will be successful as shown in Fig5, otherwise 

it will fail as shown in Fig6. 
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Fig.5: Authentication Successful. 

 

 
Fig.6: Authentication Fail. 

 

• Request location Update 

The scheme will request a user location update every 300 seconds and/or every metre. This configuration option can be adjusted to meet 

system requirements.  

5. Evaluation 

we will evaluate the scheme using using the usability-deployability-security (UDS) evaluation framework that is introduced by [19]. It 

has been widely used to evaluate different authentication schemes such as: ObPwd [20], BlindLogin [21], SV-2FA [22], ZEBRA [23] 

and QuickAuth [24]. This framework defines 25 benefits covering three evaluation dimensions: Usability includes 8 benefits, Deploya-

bility includes 6 benefits and Security includes 11 benefits. Each scheme will be rated as: Offers the benefit, Does not offer the benefit, 
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Almost offers the benefit, which is indicated by the Quasi- prefix. And Since we are evaluating a scheme for a smartphone app, we will 

replace Browser-Compatible to Platform Independence for a more accurate description of the benefit. 

5.1. Evaluation of the proposed scheme 

The proposed scheme is evaluated in detail below; a summary is provided in Table 1. 

5.1.1. Usability dimension 

• Memory wise-Effortless: 

The scheme offers Memorywise-Effortless because it relies on the fingerprint and the location of the user. Therefore, it is not necessary 

for the user to remember any secret information.  

• Scalable-for-Users: 

• The scheme also offers Scalable-for-Users. Regardless of the number of accounts the user has, the burden will not increase on the 

user. 

• Nothing-to-Carry: 

The scheme also offers Nothing to Carry. Since the scheme is designed for smartphone app authentication, by default the user will be 

required to carry a smartphone and no other device is necessary. 

• Physically-Effortless 

The authentication scheme does not offer Physically Effortless, because users are required to be in a specific location in addition to the 

effort of touching the fingerprint sensor. 

• Easy-to-Learn 

The scheme also offers easy to learn, since the only requirement is that users learn how to touch the sensor, which is an easy action to 

recall. Furthermore, the location factor is calculated without user interference.  

• Efficient-to-Use 

The time the user spends for each authentication is approximately 2,500 ms, which is acceptable. Additionally, the time required for the 

registration is 1,500 ms, which is also acceptable. 

• Infrequent-Errors 

The authentication scheme offers Quasi Infrequent-Errors because the false recognition rate is 6%.  

• Easy-Recovery-from-Loss 

The authentication scheme does not offer Easy-Recovery-from-Loss; if a user is unable to provide his/her fingerprint for any reason, 

there is no alternate scheme that can authenticate the user. 

5.1.2. Deploy ability dimension 

• Accessible: Although there were some failures in terms of registering fingerprints, there have been significant developments in 

newly released devices. Therefore, the scheme can be considered to offer accessibility. 

• Negligible-Cost-per-User: The scheme is Negligible-Cost-per-User, since the costs per user are minimal. 

• Server-Compatible: The scheme offers Server-Compatibility, since no changes are required from the server end. 

• Platform-Independence: The scheme offers Platform-Independence, since no changes are required from the client end. 

• Mature: The scheme is not Mature, since it has not been implemented beyond the context of this research.  

• Non-Proprietary: The scheme is Non-Proprietary, since anyone can use or implement this scheme. 

5.1.3. Security dimension 

• Resilient-to-Physical-Observation: 

Although location authentication does not offer Resilient-to-Physical-Observation, because of the biometrics, the scheme does offer Re-

silient-to-Physical-Observation since the user cannot be impersonated if someone observes him/her authenticate one or more times. 

• Resilient-to-Targeted-Impersonation 

The impersonator can break the location authentication by Physical-Observation, the fingerprint can be lifted from glass surfaces with 

gelatine-like substances and a legitimate user’s smartphone can be stolen by an attacker. Thus, the system is Quasi Resilient-to-Targeted-

Impersonation 

• Resilient-to-Throttled-Guessing 

The scheme offers Resilient-to-Throttled-Guessing, since an attacker cannot successfully guess the private key and the location of the 

user. 

• Resilient-to-Unthrottled-Guessing 

Elliptic-Curve cryptography with key size is 256 have not been broken yet. Therefore, an attacker can not guess the private key of the 

user. 

• Resilient-to-Internal-Observation 

The scheme is Quasi-Resilient-to-Internal-Observation, since any malware must infect the fingerprint and the location factors in order for 

an attack to be successful. 

• Resilient-to-Leaks-from-Other-Verifiers 

The scheme offers Resilient-to-Leaks-from-Other-Verifiers, because even if a user’s fingerprint has been leaked from other verifiers, it 

will not affect the fingerprint authentication factor since the stored data consists of a pair of a private-public keys that is unique for each 

user in each verifier. The location cannot be leaked from other verifiers since it differs for each verifier. 

• Resilient-to-Phishing 

The scheme does offer Resilient-to-Phishing, as the fingerprint and user location can be collected from a simulated verifier, but since the 

fingerprint authentication is stored as a pair of a private and public keys, it will not provide access to the legitimate system. 

• Resilient-to-Theft 
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The scheme offers Resilient-to-Theft since even if the device has been stolen, it will still require user fingerprint and require the user to 

be in the defined location to authenticate him self. 

• No-Trusted-Third Party 

The scheme offers No-Trusted-Third Party, since it does not rely on a trusted third party  

• Requiring-Explicit-Consent 

The scheme offers Requiring-Explicit-Consent. since it cannot be started without the explicit consent of the user to use both his/her fin-

gerprint and location.  

• Unlikable 

The scheme offers Unlinkable since a public key and verifier are stored in the verifier that are unique for each verifier. 

 
Table 1: Table Summarizing the Evaluation of the Proposed Scheme 

Benefit  Offer Not offer Almost offer 

Memorywise-Effortless •   

Scalable-for-Users •   

Nothing-to-Carry •   

Physically Effortless  •  

Easy-to-Learn •   

Efficient-to-Use •   

Infrequent-Errors   • 

Easy-Recovery-from-Loss  •  

Accessible •   

Negligible-Cost-per-User •   

Server-Compatible •   

Platform independence •   

Mature  •  

Non-Proprietary •   

Resilient-to-Physical-Observation •   

Resilient-to-Targeted-Impersonation   • 

Resilient-to-Throttled-Guessing •   

Resilient-to-Unthrottled-Guessing •   

Resilient-to-Internal-Observation   • 

Resilient-to-Leaks-from-Other-Verifiers •   

Resilient-to-Phishing •   

Resilient-to-Theft •   

No-Trusted-Third-Party •   

Requiring-Explicit-Consent •   

Unlinkable •   

5.2. Evaluation of other smartphone schemes 

we will evaluate various smartphone authentication scheme in detailed , and a summary is provided in Table 2 with references to relevant 

methods. 

5.2.1. Text-based authentication schemes 

Text-based authentication schemes belong to the first category (Something you know), and this method is considered to be the most pop-

ular and commonly used. Numerous online services use this scheme due to its simplicity, ease and cost-effectiveness. Text-based authen-

tication schemes include: Personal Identification Number (PIN), Password and Pseudo Pressure [25]. 

5.2.1.1. Usability 

In this category, three different methods are evaluated: PIN, Password and Pseudo Pressure. They are not Memorywise-Effortless nor 

Scalable-for-Users as it is necessary to remember a password for each system. They are also not Physically-Effortless, as user must type 

their password/PIN. Users are not required to carry anything, and they are Easy-to-Learn and Easy-Recovery-from-Loss, as they can be 

easily reset. PIN password are also Efficient-to-Use and they are Quasi Infrequent-Errors, while Pseudo Pressure is not, as users find this 

method to be slower and errors frequently occur.  

5.2.1.2. Deploy ability 

They are highly deployable since they offer Accessibility, Negligible-Cost-per-User, Server-Compatibility, Platform-Independence and 

are Non-Proprietary. PIN and password are also mature, since they are the most used schemes for authentication.  

5.2.1.3. Security 

On the other hand, they offer poor security, since they are not Resilient-to-Physical-Observation as it is possible to acquire someone’s 

PIN or password by observing or recording them type. They are Quasi Resilient-to-Targeted-Impersonation since most people choose a 

password related to their personal life. They are not Resilient-to-Throttled-Guessing Resilient-to-Unthrottled-Guessing, Resilient-to-

Internal-Observation, or Resilient-to-Leaks-from-Other-Verifiers as even a hashed password can be cracked, and they are not Resilient-

to-Phishing.  

Nevertheless, they are Resilient-to-Theft, No-Trusted-Third-Party, Requiring-Explicit-Consent, and Unlinkable. 
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5.2.2. Graphical based category 

Graphical-Based Passwords also belong to the first category (Something you know). In graphical-based passwords, the secret is shared as 

a graphic rather than text. The idea behind this is based on psychological research that shows that humans can recognise pictures better 

than text. Graphical-Based Password techniques are classified into two categories: Recall based techniques and Recognition based tech-

nique. Example of Recall based techniques are Pattern lock [26], Draw A Secret (DAS) [27], Syukri [28] Pass doodle [29] Blonder [30], 

Pass point [31] and Cued Click points [32]. Example of Recognition based techniques Passface [33], Déjà vu [34] and Triangle Scheme 

[35]. 

5.2.2.1. Usability 

The Graphical based category is not Memorywise-Effortless, Scalable-for-Users, or Physically-Effortless. They do not require users to 

carry anything, and are Easy-to-Learn and Easy-to-Recovery-from-Loss. They are Quasi Efficient-to-Use and Quasi Infrequent-Errors, as 

this is significantly dependent on the chosen method.  

5.2.2.2. Deploy ability 

They are not accessible, as they cannot be used by blind people, and nor are they Server-Compatible. However, they are Negligible-Cost-

per-User, Platform-Independence, and Non-Proprietary. They are Quasi Mature for a recall-based scheme, because it been used on one 

android version.  

5.2.2.3. Security 

They are not Resilient-to-Physical-Observation, Resilient-to-Throttled-Guessing, or Resilient-to-Unthrottled-Guessing, as it is easier for 

an attacker to predict a user password in graphic based then in the text based. They are not Resilient-to-Internal-Observation or Resilient-

to-Phishing. They are Resilient-to-Targeted-Impersonation, Resilient-to-Theft, No-Trusted-Third-Party, Requiring-Explicit-Consent, 

Unlinkable. Additionally, Quasi Resilient-to-Leaks-from-Other-Verifiers depends on the specific scheme. 

5.2.3. Physical biometrics-based category 

Physical based biometrics schemes employ the unique physical characteristics of humans to identify users. This includes Fingerprint 

Recognition [7] [8], Iris Recognition [36], Face Recognition [37], and Palm Vein Recognition [38].  

5.2.3.1. Usability 

They are Memorywise-Effortless, Scalable-for-Users, Nothing-to-Carry, Easy-to-Learn , Efficient-to-Use.  

Voice and Face recognition are Quasi Efficient because the registration phase can take longer and Infrequent-Errors depending on the 

implemented methods, However, they are not Easy-Recovery-from-Loss.  

5.2.3.2. Deploy ability 

They are Accessible since almost everyone now owns them, Negligible-Cost-per-User, and Server-Compatible because the recognition of 

the biometrics is performed by the technology contained within the smartphone. They are also Platform-Independent and Non-

Proprietary except for the Palm Vein, as the proprietary status is not clear. The maturity varies depending on the method with fingerprint 

as the most mature. 

5.2.3.3. Security 

They are Resilient-to-Physical-Observation except for iris and face, because they can be photographed, and voice recognition, because it 

can be recorded. 

In this scheme, iris recognition is granted quasi - Resilient-to-Physical-Observation because it can be difficult to take a photograph of the 

iris, although this is not the case with the face as it is relatively to take a photograph of someone without their knowledge. They are Re-

silient-to-Targeted-Impersonation except for fingerprint, since it can be lifted from a surface touched by the user and voice recognition 

because someone’s voice can be impersonated to an acceptable degree. They are Resilient-to-Throttled-Guessing and Resilient-to-

Unthrottled-Guessing, but not Resilient-to-Phishing or Resilient-to-Internal-Observation as an attacker can capture a reading from the 

biometric reader and use it to gain access. They are Resilient-to-Theft, No-Trusted-Third-Party, Requiring-Explicit-Consent, and Unlink-

able. Quasi Resilient-to-Leaks-from-Other-Verifiers and Quasi unlinkable were granted because there are some privacy-friendly implan-

tations. 

5.2.4. Behavioural biometrics-based category 

Behavioural-based schemes identify users based on their pattern of doing something. This includes Brain Wave-Based Authentication 

[39], Recognition of Gestures [40], Keystroke dynamics based Authentication [41] and Context-based Authentication [42] [43]. 

5.2.4.1. Usability 

They are Memorywise-Effortless, Scalable-for-Users, Nothing-to-Carry, and Easy-to-Learn except for Gesture Recognition as it requires 

user training. They are not Physically-Effortless except for context based, where the date will be captured from the user smartphone 

without the requirement for any physical effort. It is Efficient-to-Use for Context Based, and Quasi for the Keystroke-dynamics as it 

depends on the number of strokes that will be analysed and not clear for Gesture Recognition. It is not Infrequent-Errors as the behaviour 

of the user is effected by his/her situation and mood. It is not Easy-Recovery-from-Loss. 

5.2.4.2. Deploy ability 
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They are Accessible, Negligible-Cost-per-User, Server-Compatible, Platform-Independence and Non-Proprietary; however, they are not 

Mature. 

5.2.4.3. Security 

Gesture Recognition and Keystroke-dynamics are not Resilient-to-Physical-Observation and are Quasi Resilient-to-Targeted-

Impersonation as the behaviour can be recorded, learned and then replicated. However, it is Resilient-to-Physical-Observation and Resil-

ient-to-Targeted-Impersonation in the Context based. All of them are Resilient-to-Throttled-Guessing, Resilient-to-Unthrottled-Guessing, 

Resilient-to-Theft, No-Trusted-Third-Party, Requiring-Explicit-Consent and Unlinkable. They are not Resilient-to-Internal-Observation, 

Resilient-to-Leaks-from-Other-Verifiers and Resilient-to-Phishing. 

5.2.5. One-time password 

An OTP is a password that is used once and will become invalid after the login session ends or after a specific period of time. The OTP is 

delivered via text message (SMS), email, mobile app or specific tokens such as SecurID [44]. The security of OTP relies heavily on the 

medium used for delivery. For example, if it is delivered via SMS, then the security of the mechanism will be dependent on the security 

of the cellular network.It solves many of the problems associated with traditional passwords, but at the cost of usability.  

5.2.5.1. Usability 

OTP is Memorywise-Effortless, Scalable-for-Users, and Nothing-to-Carry since a user’s email and SMS can be accessed from their 

smartphone. It is Easy to Learn, but it is not Efficient-to-Use or Physically-Effortless because it will require users to enter their identifi-

cation in the application, wait a certain period until receiving the code, acquire the code from the other medium, and then return to the 

application in order to enter the code. It is quasi Infrequent-Errors because of the occasional errors that can occur when entering the OTP. 

It is also not Easy-Recovery-from-Loss; for example, if the derived medium is SMS and the user loses the SIM card, he/she will not be 

able to login to the account until he/she has a new SIM card with the same number. 

5.2.5.2. Deploy ability 

It is Quasi Accessible since the other medium must be available to the user, and Quasi Negligible-Cost-per-User depending on the deliv-

ered medium - if it is SMS, there will be cost incurrent when sending an SMS to each user. It is not Server-Compatible as it must be 

changed depending on the verifier medium. It is Platform Independence, Mature and Non-Proprietary.  

5.2.5.3. Security 

It is Resilient-to-Physical-Observation, Resilient-to-Targeted-Impersonation, Resilient-to-Throttled-Guessing, Resilient-to-Unthrottled-

Guessing, Resilient-to-Leaks-from-Other-Verifiers, and Resilient-to-Phishing because it changes every time and is only available for a 

short period. It is Quasi Resilient-to-Internal-Observation because an attacker might be capable of intercepting the code and using it be-

fore the legitimate user. It is not Resilient-to-Theft as if the smartphone was stolen and not locked, if the notifications are enabled, this 

could present a problem. It is No-Trusted-Third-Party since it is completely dependent on the trust of the medium. It does Require-

Explicit-Consent and it is Unlinkable. 

5.2.6. Google 2-step 

This technique employs 2-factor authentication: usually the password and OTP that will be sent to the user over text, voice call, mobile 

app or Security Token. This technique solves the usability issue in OTP by only using the second factor if the user attempts to sign in 

from a new device. Otherwise, the user can sign in with the traditional password [45]. 

5.2.6.1. Usability 

It is not Memorywise-Effortless nor Scalable-for-Users since users must still remember their password. However, it is Nothing-to-Carry 

and Easy-to-Learn. It is not Physically-Effortless, Efficient-to-Use, and Quasi Infrequent-Errors because of the OTP step. It is Quasi 

Easy-Recovery-from-Loss because users must enable backups verifier to the first one. 

5.2.6.2. Deploy ability 

It is Quasi Accessible, Quasi Negligible-Cost-per-User, Not Server-Compatible, Platform independence, similar to OTP. It is Mature, but 

it is Non-Proprietary because it is the intellectual property of Google. 

5.2.6.3. Security 

It is Quasi Resilient-to-Physical-Observation and Quasi Resilient-to-Targeted-Impersonation because an attacker can observe the pass-

word and use it when the OTP is not asked. It is Resilient-to-Throttled-Guessing, Resilient-to-Unthrottled-Guessing, Resilient-to-Leaks-

from-Other-Verifiers, and Resilient-to-Phishing because of OTP. It is Resilient-to-Theft because of the password requirement. It is Re-

quire-Explicit-Consent, No-Trusted-Third-Party and Unlinkable since it is only used by Google. 

5.2.7. Password and location based 

This technique uses the current location of a user as a second layer to the conventional password. These location-based techniques have 

different implementations and setups based on the system requirements [14]. 

The main advantage of this technique is that it prevents attacks launched by stolen devices, or attacks launched from remote locations 

using stolen passwords. 
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5.2.7.1. Usability 

It is not Memorywise-Effortless, Scalable-for-Users, Physically-Effortless, and Quasi Infrequent-Errors because of the password factor. 

It is Quasi Easy-Recovery-from-Loss depending on the implementation of the location factor. It is Easy-to-Learn and Efficient-to-Use.  

5.2.7.2. Deploy ability 

It is Accessible, Negligible-Cost-per-User, Server-Compatible, Platform-Independence and Non-Proprietary. It is not Mature since it has 

not been deployed on a large scale. 

5.2.7.3. Security 

It is neither Resilient-to-Physical-Observation nor Resilient-to-Targeted-Impersonation, because both the password and location can be 

observed. It is Resilient-to-Throttled-Guessing because of the password and Resilient-to-Unthrottled-Guessing as a result of the location. 

It is not Resilient-to-Internal-Observation or Resilient-to-Phishing because both the password and location can be captured. It is Quasi 

Resilient-to-Leaks-from-Other-Verifiers and Quasi Unlinkable because it is dependent on the implantation of the scheme. It is Resilient-

to-Theft and No-Trusted-Third-Party. It is Quasi Requiring-Explicit-Consent because the user’s location can be captured without his/her 

knowledge.  

5.2.8. Loc Biometrics 

This technique employs 4 authentication factors, knowledge, biometrics, location and timestamp to assures secure-live communication. 

but it has some limitation related to usability [17]. 

5.2.8.1. Usability 

The scheme is not Memorywise-Effortless, Scalable-for-Users, or Physically-Effortless because of the password factor.  

It requires Nothing-to-Carry and is Easy-to-Learn. It is not Physically-Effortless nor Not Efficient-to-Use since users are required to type 

their password and then scan their fingerprint. It is Not Infrequent-Errors because unintentional errors can occur when typing the pass-

word, in scanning the fingerprint and in extracting the location. It is not Easy-Recovery-from-Loss since the scheme does not propose 

any form of recovery solution. 

5.2.8.2. Deploy ability 

It is Accessible, Negligible-Cost-per-User, Platform-Independence and Non-Proprietary. However, it is not Server-Compatible as the 

server must confirm the user location with the cellular network operator. It is also not Mature as it has yet to be deployed. 

5.2.8.3. Security 

The use of multiple factors has increased the security of the scheme as it is Resilient-to-Physical-Observation, Resilient-to-Throttled-

Guessing, Resilient-to-Unthrottled-Guessing. This is because even if a hacker observes, records or guesses the password or/and location, 

he/she will not be able to replicate the fingerprint. It is Quasi Resilient-to-Targeted-Impersonation as the password can be captured and 

recorded, while the location can be obtained through physical observation, and the fingerprint can be lifted from glass surfaces with gela-

tine-like substances. It is Quasi Resilient-to-Internal-Observation because any malware must capture the password, the image of the fin-

gerprint and the location. It is Resilient-to-Leaks-from-Other-Verifiers, Resilient-to-Phishing, Resilient-to-Theft, Requiring-Explicit-

Consent and Unlinkable. 

 
Table 2: Comparative Evaluation of the Various Smartphone Authentication Schemes 
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5.3. Comparative analysis 

As can be seen from Table 2, MFA schemes offer more security benefits in comparison to those that only employ single factors, albeit at 

the cost of usability, or at the cost of deployability such as OTP or in most schemes both, such as Google 2-Step, password and location, 

and LocBiometrics. 

This scheme offers the most benefits in comparison to other MFAs. For example, the OTO offers less security benefits, less deployability 

benefits with the same number of usability benefits because of the dependence on another medium. Furthermore, Google 2-Step and 

Password and Location offer less security benefits, less deployability, and less usability benefits. LocBiometrics also offers less usability 

and deployability benefits because it uses a third factor (passwords). It also offer less security benefits because it depends on the Trusted 

of Third Party, since it requires the location information from the BS they are associated with. 

5.4. Security limitation 

In the proposed scheme there is a security limitation in relation to users’ privacy. The user location will be accessible at the backend after 

decrypting the received message using the public key, and since user location is particularly sensitive information, in the future, various 

measures should be implemented to improve user privacy. 

5.5. Performance limitation 

In the proposed scheme, there is a performance limitation that materialises in the worst-case scenario where all position technologies are 

unavailable. However, the effects of this limitation are relatively trivial and will be diminished as the Wi-Fi infrastructure grows and the 

network and GPS positioning technology improve. 

6. Conclusions and future work 

In this section, a conclusion of the accomplishments made in this thesis will be presented, along with a discussion on potential future 

enhancements. 

6.1. Conclusions 

In this paper, the importance of authentication in computer security has been demonstrated, in addition to how a user’s location can be 

beneficial in many smartphone applications. The different technologies that are built into smartphones are capable of providing this in-

formation. Then, a multi-factor authentication scheme has been proposed that uses user fingerprint and location information that is suita-

ble for systems based on a fixed site, such as air traffic control or an organisation that needs to restrict access depending on the locations 

of its different branches. 

A prototype of the proposed scheme has been implemented and tested on an Android platform. The results of this implementation have 

shown that the proposed scheme can increase the security without affecting the usability or requiring any additional costs through the use 

of security libraries and the components that already exist in modern smartphones. Finally, the scheme has been evaluated using the UDS 

framework and compared with other smartphone authentication schemes. 

6.2. Future work 

The work in this paper represents the initial step in exploring the possibility of using biometrics with the location factor in smartphone 

applications. Hence, there are still numerous opportunities to extend this work further. The following are some of the enhancements that 

could be pursued to extend and improve on the work presented in this paper; 

• Apply different integrations between the location factor and the fingerprint factor. 

• Expand the biometrics factor to all forms of biometric authentication that are available in today’s smartphones, such as face recog-

nition. 

• Add an extension to the scheme to be used as an alternative in the scenario that a user is unable authenticate him/herself using their 

fingerprint. 

• Include additional location positioning techniques such as Bluetooth to find solutions to the performance limitation issues. 

• Extend the scheme to make it suitable for authentication with Internet of Things (IoT) devices. 

• Explore different techniques that can be used to ensure the privacy of the user, such as symmetric encryption. 

• Add some measures that can be taken to resolve the security limitation regarding user privacy mentioned in 5.4 
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