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Abstract 
 
In most up-to-date days there are augmented digital technology associated digital works wherever it comes to copyright management, 
protection and data modification guarantee have step by step become an imperative problem. The advance of computerized copyright 
protection system was supported digital watermarking chiefly targeted on the rule and digital media and we are going take a look at now is 
about the copyright management for computerized media files. That embrace computerized watermarking, the blockchain (BC), perceptual 
hash function (phash), Quick Response (QR) code, and Interplanetary File System (IPFS). Among them, Blockchain is employed to firmly 
saves watermark data and generates timestamp proof for multiple watermarks and multiple copyrights to verify when the node was created. 
This theme will boost the potency of computerized watermarking technology with legitimate rights and copyright protection. During this 

approach, gain a peer to peer network to interact and complete copyright management and distribution of proprietary function while not 
requiring a third party. Nodes have faith in cryptography to verify the identity of every node and make sure the security of data. This better 
the safety and transparency of data and quickens the distribution of copyrighted process to facilitate within the network. To preserve the 
authorized rights and engrossment of every legitimate user. 
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1. Introduction 

Digital watermark technology is a crucial field of 
knowledge technology concealment. it's conjointly a copyright 
protection theme to shield copyright, in addition to the supply and 
integrity of the open network surroundings. Digital watermark 
technology will be employed in digital copyright protection. you'll 
be able to add some necessary ones.  
Hidden data are like copyright and private digital work. Additionally, 
the integral digital   watermark will be derived along with the digital 
work copy.  It's a lot of user-friendly and efficient in a 

sensible application. Anyway, digital watermark technical 
knowledge which has the area to boost watermark cache along with 
verification. Data, strength, and capability of digital watermarks as 
well as alternative exposure. 
 For copyright protection, copyright of the copyright owner. The 
centralized agency can manually review the data sent to the 
centralized network. That will lead to an increase in prices and the 
network will become slow.  However additionally the chance of 

knowledge being manipulated and filtered. 
It conjointly brings several issues to copyright and digital science, as 
a result of it's necessary to point out that this info is truly the 
first info, that mustn't be modified. For this theme, use 
blockchain, it'll be tough to vary. This can greatly facilitate the 
digital forensic analysis of copyright verifiers. In 

sensible applications, blockchain may also facilitate to substantiate a 
lot of watermarks (more copyright), since every block contains an 
associate changeless timestamp. If all the data on the watermark is 
acquired, explore will agree with the blocks within the blockchain 

and inspect the timestamps. The sequence of insertion of multiple 
watermarks will be proverbial, inside different words, the structure 
of computerized pictures will exist proverbial. 
To store digital pictures directly inside the blockchain is not feasible 
and also the audio and video files so we are generating the hash 
values of those media files within the BC and also the file's area unit 
keep elsewhere to the decision. However, for media files like files, 
the normal scientific discipline hashing algorithms like MD5 and 
SHA256 don't seem to be terribly    appropriate. The phash operate 

and execute a sequence of process or function on the pictures, video 
or audio files before conniving hash values, for instance, Reduce the 
scale and change the color, eliminating image details and protective 
solely the structure info on these media files.  They are capable 
upgrade the hardiness of digital watermark technology. In alternative 
words, structure information won't modification once adding a 
digital watermark to the initial media files, conniving the audio or 
video or image of the watermark with an equivalent hashing operate 

of the perception and comparison the calculated hash worth with the 
knowledge regarding the extracted digital watermark. In this 
manner, an exact digital image with a watermark will self-certify 
while not the initial image. Moreover, the power of the watermark is 
additionally a very important feature, because it is critical to own 
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adequate copyright data to perform the part of the copyright protect a 
system. Since above mentioned 2 points, QR code pictures will be 

inserted as an image of digital watermarks. The QR code will store a 
lot of information, that is incredibly supported as rising the 
watermark's ability. At last, most of the devices, particularly 
smartphones, are able to acknowledge QR code pictures together 
with can be helpful in sensible or realistic operation. 
The traditional centralized storage theme owns the various 
downside, as instance requiring expansive network cache devices. 
This will increase operational prices furthermore, there will be a 

physical harm problem along with the power cut this will lead to 
various new problems. This process has an effect on the utilization 
of media file users and can bring several inconveniences. 
Interplanetary classification system could be a P2P file system with 
a distributed network of file storage system, communication of 
protocol like HTTP, and they are based on the content distribution 
network.  
IPFS will considerably scale back the operational prices of the 

network platform and improve effective protection issue away from 
storing media files. Additionally, IPFS implements associate 
hypertext transfer protocol entryway and media files users will use a 
standard search engine to go looking for some content and transfer 

it. The IPFS system can be retrieved using hash value generation and 
not by the content or by location or path. 

The use of blockchain to implement dealing management has a lot of 
superiority: 
(a) each trusty node within the personal blockchain incorporates a 
dealing log, that ensures the dependableness of dealing storage. 
(b) All blockchain members will track every dealing within the 
blockchain in real time and make sure that registrars cannot falsify 
transactions. 
(c) Signature technology is related to information within the 

blockchain and also the dishonourable dealing can decrease. and we 
are using two hash algorithms to generate the signature to find the 
difference between the cryptographic and perceptual algorithm. 
Unlike cryptographic hash functions that depend upon avalanche 
result that makes little modification on the input results in forceful 
changes within the output, perceptual hashes are "close" at least 
one next one the features are same. perceptual hashes    have a 
special idea comparation to cryptographic hash functions like MD5 

and SHA1 with phash. 
 (d) Transactions area unit joined by the hash chain, not solely makes 
transactions simply traceable. However, may stop the opponent from 
manipulating transactions. 

 
  

 
Fig 1: system architecture 

 

 
Fig 2: Flow chart of proposed system 
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2. Proposed System 

 
As shown in figure two, it's the flow diagram planned System. After 
that, initial it'll introduce the precise elements of this theme 
intimately in section I. The serial range known within the figure is 
that the implementation sequence of this technique, then, it'll 

describe the method of this theme in section II. 
QR CODE AS A DIGITAL WATERMARKING TECHNOLOGY. 
 

2.1 Component Process 

 
The segment of the plan can be generally separated into two 
sections. The initial segment of the advanced watermarking system 
framework incorporates hash value generation, and we are storing 
those hash value in the blockchain, for each media file hash value 
are generated then both the digital watermarking media file are 
generated and then digital watermark are embedding. The next half 
concerns effective capacity along with the appropriation about 

watermarked media files including the distribution of media file 
with copyright data. First embed the initial segment, as pursues. 
  
(1) The phash function lives utilized into computing the hash 
estimation away from any media file simultaneously an ID number 
for media files. It draws the motivation is before installing an 
advanced watermark furthermore afterword’s inserting the 
computerized watermark, the hash estimation of the media file like 

image or audio or video does not modification. To protect the 
watermark data, in any case, can be checked without the original 
copy of the media files. Notwithstanding, as result of element 
perceptual hash function, to guarantee the real media file also the 
watermarked media files are no more confounding, they are 
likewise important to utilize the conventional cryptographic hash 
function. To Utilize the characteristic which is made from 
cryptographic hash work that affects the ability to change 
information when including watermark, execute cryptologic hash 

computations over any two media files, to demonstrate difference 
among them that the watermarked media file content with 
perceptual hash value generation and 
without watermarked media file content with their perceptual hash 
value.  
 (2) Blockchain innovation is utilized to store data on the digital 
media file, as appeared in Figure 1, the discerning hash value of any 
media file, the picture proprietor data, and so forth. Ago the BC is 

basically a decentralized database, it package verify each other's 
character at encoding as well as safely putting away information 
without a confided in an outsider. Every hub in the BC system can 
back up the total BC information and the hubs don't have a clue 
about the genuine personality of each. This enormously stops the 
danger of plot between hubs to control information. In reasonable 
applications, tending to the issue of various watermarks (numerous 
copyrights) can be comprehended utilizing the blockchain time 

stamping capacity. As specified before in the blockchain as high-
security features, one of that is timestamp information is 
additionally changeless.  
 (3) After all the essential data has been recorded in the blockchain 
(BC), they are the last phase initial segment, the generation, 
and embedding of a computerized watermarking. With the end goal 
to enhance the heartiness and the measure of data conveyed by the 
computerized watermark, the QR code is utilized to produce the 

picture of the watermark. This QR code image contains the 
advanced type and full details owner information we can also say a 
metadata which is marked on the proprietor enlisted in the 
blockchain. 

2.2 Methodology of the Theme 
 
As shown (1)-(5) in figure one, the actual methodology of the theme 
is as follows: 
(1) First, choose any media file to which you belong as a copyright 
owner or legal owner and then Load that media files with different 
metadata, like an original name, electronic mail address, a heading 
of the upload media files. Subsequently, apply the phash function to 

operate and evaluate the phash value of this media files. 
Utilize cryptological hash operation to compute the cryptography 
hash value of this real content of the media file as a digital signature. 
A digital signature which contains an electronic document about the 
certificate authority whom they are issuing and both public key and 
private key which belongs to the owner and the user. 
(2)Powerful phash value the legitimate user's data along with 
completely metadata act as a result of the copyright owner’s digital 

signature and the cryptographical hash value, this process is used as 
the extra data for dealing with an initial agreement  as request by the 
Blockchain server, moreover the particulars are recorded inside the 
blockchain which shortly called BC.  
(3)Generate a QR code picture which contains the legitimate user's 
digital signature. and then we are generating phash value. We are 
also generating the MD5 or SHA algorithm with the copyright 
owner’s data, and totally different metadata. The hash value of 

phash and the traditional algorithm will differ each hash value are 
like a fingerprint. 
(4) Apply the QR code picture as a digital watermark image, fixing 
into impressive real media file which we have chosen, and then 
generate a QR code that has been additionally marked as a 
computerized watermark which can also be said as a digital 
watermark. As well as the cryptographical hash operation process is 
to compute the cryptology hash value based on that watermarked 
media file, it has been registered   inside the BC. 

 (5) Once we transfer the watermarked media files into the 
blockchain using the hash value or mainly we can say phash value 
and then we load the node information into the interplanetary file 
system. The data upload into IPFS can be retrieved by any browser. 
The watermark can be done in both visible and invisible. Mostly we 
prefer invisible watermarking in audio or video or image file. In 
short, we can say that in the fifth process we are going to get the 
block information in which blockchain that media file has been 

stored and then block information is stored in the IPFS network 
additionally we add the watermarked image into the IPFS database.  
 (6)Apply he constant phash key to compute the watermarked media 
file and extracting the watermark. We are going to compare the 
calculated hash value in digital watermarking and the hash value in 
the BC. Then we are going to verify the copyright.  
Now, an entire methodology has over. The matter of many 
watermarks as mention earlier, each media file has been chosen are 

undergone modification steps and eventually forms a digital media 
holding many digital watermarks.  
The last step, extracting all digital watermarks, and recover correlate 
block supported watermark data to obtain timestamp data. 
Lastly, we prove that the embedding order of digital watermarking 
and conjointly formation order like a digital media file. 

 

3. Conclusion 

 
BC mechanism particular emulsion cryptographic algorithm, hash 
chains also it can be utilized to do multiple services similar thing 
like we can trace the user media files and their timestamp.  In the 
present theme, we are using a five major technic and those mainly 
used for certain protection for copyright management system, in 



480 International Journal of Engineering & Technology 

 
short, we can say Blockchain is used to help multiple copyright 
management. Watermarking which stores metadata.  

Inter Planetary File System is used as a P2P distributed file storage 
system. A perceptual hash function is used to protect the Algorithm 
robust to content manipulation and sensitive to content 
tampering. QR code can contain fault tolerance capacity 
(defacements on QR code image) using digital 
watermarking.  digital copyright protection business in the fast-
expanding Internet era.  In the future, it can be expanded into digital 
rights management scheme for network media. Furthermore, the 

technic mentioned during the present paper has a square measure 
which as excessive amounts of fast Development. In the future, we 
can use lightweight cryptography algorithm and then the new media 
files which have been released newly if the legitimate user wants to 
sale his media file then he can use bitcoin as a currency and there is 
no need of the third person. That will be additional complete and 
formula can become additional mature, which might give higher 
points to support the digital copyright protection. 
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