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Abstract 
 

Data Security is the Major problem in Cloud Computing. In order to overcome the data security problem the proposed technique utilizes 

effective data storage using biometric-based cryptographic authentication to support the user authentication for the cloud environment. 

For user authentication here we are considering iris and fingerprint. Initially the feature values are extracted from the iris and fingerprint 

using local binary pattern and Minutiae extraction respectively. Local binary pattern operator works with the eight neighbors of a pixel, 

using the value of this center pixel as a threshold. Minutiae points are the major features of a fingerprint image and are used in the match-

ing of fingerprints. These minutiae points are used to determine the uniqueness of a fingerprint image. Based on that the proposed feature 

values are extracted from the iris and fingerprint image. In order to improve the security, the suggested technique utilizes the optimal 

features. For selecting the optimal features hybrid particle swarm optimization and genetic algorithm (HPSOGA) is utilized. Particle 

swarm optimization (PSO) is a population based stochastic optimization technique. The system is initialized with a population of random 

solutions and searches for optima by updating generations. In PSO, the potential solutions, called particles, fly through the problem space 

by following the current optimum particles. Genetic Algorithms (GAs) are adaptive heuristic search algorithm based on the evolutionary 

ideas of natural selection and genetics. In our proposed method these two optimization algorithm is hybrid for more secure. From the 

optimization algorithm the suggested technique selects the optimal features. and then the optimal features are used to encrypt the input 

data. For encryption and decryption, the proposed technique utilizes Triple DES algorithm. Finally the encrypted data is stored in cloud. 

The performance of the proposed technique is evaluated in terms of encryption and decryption time, memory utilization and overall exe-

cution time. Our proposed data storage using biometric-based authentication is implemented with the help of Cloud simulator in the 

working platform of java. 
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1. Introduction 

Cloud computing is an emerging computing technology that uses 

the internet and central remote servers to maintain data and appli-

cation. Data security becomes more and more important in cloud 

computing. [1] because hackers can hack the data during data 

transfer. Hacking means unauthorized user access the data without 

data owner authorization. [2] So authorized owner will lose bil-

lions of dollars due to illegal activities like copying creating and 

destroying the data without data owner authorization. So it is im-

portant to secure the cloud data. Figure 1 Represents Hackers hack 

the data.  

  
Fig. 1: Represents Meet in Middle Attack. 

 

The user authentication, which is main part of the cloud compu-

ting, determines only the authorized user is to access the data. The 

best way is to encrypt the data before send it to a third party. The 

problem with storing the data in cloud environment using pass-

word system used as a key to encrypt the data, it is not secured, 

forgotten and easily stolen. [3]. To overcome this problem multi-

modal bio cryptographic technique [4] can be used to support the 

user authentication in cloud environment because it is more relia-
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ble than password based system, stable, not forgotten, don’t stolen, 

forgery, copied, shared and distributed etc.,  

1.1. Overall process 

User authentication here we are considering Fingerprint and iris. 

Figure 2 represents overall process of our research work. Initially 

User has given input to the fingerprint image and iris image. Fea-

ture can be extracted from the fingerprint and iris image using 

Local Binary Pattern. Generating feature value can be combined 

and it can be given input to the Hybrid Genetic and Particle swarm 

optimization algorithm for finding best solution.  

The best solution can be act as a key to encrypt and decrypt the 

data using Triple DES algorithm. Finally Stored in Cloud Envi-

ronment. So the intruder cannot be able to access the data. 

 
Fig. 2: Overall Architecture. 

1.2. Local binary pattern 

Local binary pattern operator works with the eight neighbors of a 

pixel, using the value of this center pixel as a threshold. 

Calculate the Fingerprint and Iris Feature Extraction values using 

LBP. Each pixel Find its LBP. Compare the center pixel value of 

its neighbor. Center pixel value is greater than the neighbor value 

becomes 0 other wise 1. [5]. Likewise all the pixel value can be 

calculated by using LBP. Finally Binary value converted into dec-

imal value. Same process can be used as extracting the feature 

value of Iris. Figure 3 represents Process of Local Binary Pattern. 

 

 
Fig. 3: Process of Local Binary Pattern. 

Figure 4 represents Fingerprint feature Values, and Figure 5 repre-

sents Iris feature Values by using Local Binary Pattern. 

2. Fingerprint feature value using LBP 

 
Fig. 4: Fingerprint Feature Value Using LBP. 

3. Iris feature value using LBP 

 
Fig. 5: Iris Feature Value Using LBP. 

3.1. Combined feature value of fingerprint and iris with 

HGAPSO 

Extracted value of Fingerprint and Iris can be combined and it has 

been given input to the hybrid Genetic Algorithm[6] and Particle 

swarm optimization algorithm [7] to find the best solution by us-

ing cross over mutation technique. Figure 6 Represents Process of 

HGAPSO Algorithm. 
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Fig. 6: Process of HGAPSO Algorithm. 

 

To improve the optimization performance can be used as Hybrid 

GA+PSO as more secure by using, (Figure 7 Represents) Cross 

over Mutation Technique as Selection, Recombination and Muta-

tion.  

3.2. Selection 

Replicate the most successful solutions found in a population at a 

rate proximal to their relative quantity. 

3.3. Recombination 

Decomposes two distinct solutions and then randomly mixes their 

parts to form novel solution. 

3.4. Mutation 

Randomly perturbs a candidate’s solution. 

 

 
Fig. 7: Cross over Mutation. 

 
Fig. 8: Flowchart of HGAPSO Algorithm. 

3.5. HGAPSO Algorithm 

 
Fig. 9: HAPSO Algorithm. 

 
Initialize Fingerprint and Iris Feature Extraction Values. 
Evaluate the Feature Values using Fitness Function. 

(Task: Maximum Key Breaking Time 

Choose the Best Value and Update the Remaining Value. 
Compare the initialized value with updated value and also  

calculate the fitness function 

Repeat the iteration, till to find out the best solution.  
 

Finally stop the iteration. Best solution act as a key for  

encrypting the data using TDES Algorithm.  

Fig. 10: Process of HGAPSO. 

 

To find out the best solution key is 0.0221135095 used as a key 

for encrypting and decrypting data using Triple DES algorithm. 
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Fig. 11: PSO Vs. GA. 

 

3.6. Cryptographic technique 

William Stallings proposed cryptographic technique for the pur-

pose of data security, in the concept of plaintext can be converted 

to cipher text called encryption and for the reverse process of de-

cryption. There are two types of Cryptographic Algorithm. Sym-

metric algorithm and Asymmetric algorithm. [8].Same key can be 

used for symmetric and different key can be used for asymmetric 

algorithm. Symmetric key algorithm such as DES, AES, 3DES, 

Blowfish etc., and Asymmetric key algorithm such as RSA, Dif-

fie-helman key exchange etc., for more security purpose 

Triple DES algorithm can be used for data encryption and decryp-

tion. 

3.7. Triple DES algorithm 

Triple DES algorithm uses three iterations of common DES cipher. 

It receives a secret 168-bit key, which is divided into three 56-bit 

keys. Encryption using the first secret key Decryption using the 

second secret key Encryption using the third secret key. 

 

Encryption: c = E3 (D2 (E1 (m))) 

 

Decryption=D1 (E2 (D3 (c))) 

 

In this research work find out the best solution 0.0221135095 

(This value derived from fingerprint and iris).It can be act as a key 

for encrypting and decrypting the data. So the intruder cannot be 

able to access the encrypted data why because particular portions 

of fingerprint and iris value can be optimized. So it is more se-

cured. 

 

 
Fig. 12: Triple DES. 

3.8. Testing 

Table 4 Represents Randomly Testing fingerprint and iris image 

to find out the attack by using in the existing technique of Particle 

Swarm Optimization algorithm with proposed technique of Hybrid 

Genetic with Particle Swarm optimization Algorithm. It can be 

find our Less Attack by comparing HGAPSO Algorithm. So it can 

be concluded as HAPSO is better than PSO. 

 

 
Images HGAPSO  PSO 
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Best Solution 

[84, 50] 

[0.10444097, 0.0017286023] 
 

Best Solution [78, 11] 
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Best Solution [95, 87] 
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Best Solution [162, 16] 
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Best Solution [106, 99] 

[0.02799945, 0.117743544] 
 

Best Solution [20, 43] 

[0.0023859798, 0.021825733] 
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Fig. 13: Best solution of HGAPSO with PSO. 

 

3.9. Process of cloud storage [9] 

Testing Attack HGAPSO with PSO 

 
Proposed HGAP-
SO 

0.018163456504999995 

Existing PSO 0.039866595835000004 

Total Time 1 minute 16 seconds 

 

 
Fig. 14: Less Attack with Comparing PSO. 
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Fig. 15: Process of Encryption and Decryption. 

 

4. Conclusion 

Derived the Best solution from fingerprint and Iris with the help of 

LBP, HGAPSO algorithm, Cross over Mutation technique, and 

Triple DES algorithm. (i) Derived the feature value of fingerprint 

and Iris using LBP. (ii) To find the Best Solution using HGAPSO 

algorithm with the help of cross over mutation technique. (iii) To 

Encrypting the data using Triple DES algorithm and it is stored in 

cloud environment. So the intruder cannot be able to access the 

data in cloud environment. In this research work at final stage 

randomly checking the Fingerprint and iris with the help of Pro-

posed HGAPSO algorithm, and also check with the Existing Par-

ticle Swarm optimization algorithm. Comparing both algorithms 

as per the result wise HGAPSO is better than PSO algorithm. The 

total successful building time is 1 minute 16 seconds. It can be 

more secure Less attack and higher data security in cloud. 
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