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Abstract 
 

From consumers’ perspective, knowing the trust level of cloud service providers with maximum accuracy is often considered as a difficult 

task in cloud computing for security related arguments. The proposed trust evaluation system adopts the well-defined parameters for evalu-

ating the trustworthiness of cloud service providers. This system employs fuzzy theory integrated with ant colony optimization. Initially, 

the believability index of each consumer is calculated. Then the fuzzy inference system is constructed for measuring the trust index of a 

cloud service provider. Several experiments were conducted and the results were analyzed to understand the impact of the four parameters 

on trust index. Then the system is applied for the developed cloud computing environment to show its efficiency. Experimental results 

demonstrate that the proposed system can give an effective solution to trust evaluation problems in open environments. 
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1. Introduction 

Cloud computing offers almost all types of resources as on-demand 

services to cloud service consumers and has become part of every 

human’s life. This provides several benefits to consumers from the 

viewpoint of infrastructure and administration requirements. But at 

the same time, security is found to be a key question. Several cloud 

service providers are following different types of mechanisms to 

offer secured services to their consumers. Still, security breaches 

take place in cloud environment as it is open and dynamic. In se-

cured services, trust plays a vital role. It is defined as a determina-

tion between two entities, namely, trustee and trustor. In any open 

environment, trustee should possess the behavior as expected by 

trustor. Moreover, trust should exist mutually between trustee and 

trustor. In this proposed work, cloud service providers (CSP) are 

assumed the role of trustees and cloud service consumers play the 

role of trustors. In essence, earning the trust of consumers is essen-

tial for providers for the sake of their business benefits. Cloud con-

sumers are also exhibiting much interest in knowing the trustwor-

thiness of cloud service providers as they depend on them for the 

security of their valuable data. Hence, estimating the trust index of 

CSP is a key issue in the field of cloud security. 

An access control method based on mutual trust [1] is proposed 

through authentication and authorization using ant colony optimi-

zation. A trust model [2] that encompasses several parameters has 

been presented for measuring the trust value. This model adopts 

various service challenges for measuring the security strength of 

cloud service providers. Similarly, another approach [3] is recom-

mended to prefer trustable cloud service providers by using param-

eters such as auditability and interoperability. Huang and Nicol [4] 

explained various mechanisms for trust assessment. Further, a pol-

icy-based trust assessment approach and an attribute-based trust as-

sessment approach have been taken into consideration for formulat-

ing an evidence-based trust assessment. Another methodology that 

deals with cloud trust employs software-defined network technol-

ogy [5]. This model allows service providers to have controlled 

routing so that they can enhance the quality of their service in terms 

of trust. Trust is designated as a common factor in both cloud and 

banks [6]. As bank clients leave their money in banks, cloud con-

sumers leave their sensitive data in cloud providers. Hence, cloud 

service providers should have high level of trustworthiness so that 

they can attract large number of potential consumers. This shows 

the need of proving the trustworthiness of each service provider in 

front of service consumers. Some protocols were proposed by 

Dolev et al [7] to calculate trust in a client within a multi-client en-

vironment. This model adopts small number of messages in trust 

calculation. Another study which mainly focuses on privacy, secu-

rity and trust has been portrayed by Alouane and Bakkali [8]. Ap-

proaches have been analyzed from the viewpoints of both service 

consumers and service providers.  

A hybrid bee colony and particle swarm optimization techniques 

are used for scheduling available resources to the requests with low 

execution time [9]. Ant colony optimization (ACO) and Lorentz 

transformation based approach [10] is used to illustrate the rising 

usage of machine learning algorithms for the improvement of sys-

tem performance. Chalotra et al [11] suggested Bee Colony Opti-

mization to solve difficult optimization problems. Ant colony algo-

rithms such as ants system, elite ants system, ranked ants system 

and maximum-minimum ants system are studied for the evaluation 

of their effectiveness in optimization problems [12]. In the field of 

knowledge-based decision support systems, ACO is found to be 

more appropriate for achieving precise and stable solution [13]. 

Hence, ant colony based approach is used in our work to provide 

improved results in the field of optimization and model has been 

explained [14-15]. An extensive analysis of trust evaluation is pre-

sented by Chiregi and Jafari Navimipour [16]. This study reveals 

the state-of-the-art report on cloud trust assessment by considering 

parameters such as confidentiality, integrity, safety, reliability and 

so on. 
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The rest of this paper is formulated as follows: The concept of our 

proposed model is described in Section 2. The first two stages of 

this model are explained in sections 3 and 4, respectively. Results 

of experiments and their analysis on input parameters are presented 

in Section 5. Section 6 illustrates the results of implementation in a 

cloud environment. At last, Section 7 concludes our work.  

2. Two-stage trust assessment model 

 
Fig. 1: Flowchart Representation of Proposed Model. 

 

Consumers always prefer trusted services, where cloud service con-

sumers are not an exception. Since they leave their valuable asset 

(data) with unknown cloud service providers, they always worry 

about security and privacy of their data. Hence, consumers wish to 

know the trustworthiness of cloud service providers so that they can 

opt desired services from respective providers. By considering this 

aspect, Trust-as-a-Service (TaaS) layer has been integrated into the 

architecture of cloud environment.  

To measure the trust index of cloud providers, several parameters 

have been considered out of which Service Level Agreement 

(SLA), Security and Performance have been adopted. These param-

eters deal with the direct assessment of provider’s trust index. For 

indirect assessment, User opinion has been used. Based on the pre-

vious experience with the provider, each consumer gives feedback 

about the quality of service offered by the corresponding provider. 

Values of these both types of parameters are stored in attitude data-

base of the concerned provider. In turn, this database possesses the 

trust information of service providers. Whenever a new consumer 

wants to know about the trustworthiness details of service provid-

ers, they are given the exact trust index through trust assessment 

layer. Here, each consumer is gone through the process of their be-

lievability measurement so that genuine consumers alone are per-

mitted to provide feedback for indirect assessment. Hence, con-

sumer makes decisions regarding the fitness of cloud service pro-

vider to his/her requirements. This trust index is also stored in trust 

database so that it can be used by other consumers for their trust 

assessment process. This methodology is explained in Figure 1.  

Assume 
 ncspcspcspCSP ,,, 21 =

 as n  number of cloud service 

providers and 
 mcccC ,,, 21 =

 as m  number of cloud service con-

sumers. Through peer-to-peer (P2P) communication network, each 

consumer can exchange information with the rest of consumers. 

When a consumer wishes to avail a service, it circulates a proposal 
 CreditParamRsrcP ,,=  to all n cloud service providers. Rsrc is a 

vector of length 1l which specifies the amount of various resources 

(CPU, Storage, Bandwidth, Latency, and etc). Param  is a vector 

of length 1l specifying QoS parameters (in terms of security and 

performance) as expected by a consumer. Credit expresses how 

much bill the provider can benefit once the service is accomplished. 

Assume TV as a trust vector of length 21 ll +  , which specifies how 

much a consumer trusts a cloud service provider. It is fuzzy in the 

sense that it ranges from complete distrust to complete trust. It is 

considered that the customer opinion is connected to the past history 

of business between the customer and the service provider whose 

trust index is to be calculated.  

Evaluation of consumers’ believability 

In order to let legitimate consumers and no-one else to provide feed-

back about the trustworthiness of cloud services, their level of be-

lievability has been measured at first. This stage is crucial in the 

sense that, in any open environment, there may be quite a few de-

ceptive consumers. These consumers may give either positive feed-

back for bad cloud services or negative feedback for good cloud 

services. These kinds of wrong opinions will result in potential dis-

aster in the trust assessment process of cloud services. So the be-

lievability level of each consumer has to be evaluated before they 

are allowed to give their feedback. Since, this believability is vague 

and dynamic, fuzzy theory is adopted by using linguistic labels to 

smoothly represent interval values. 

Believability level of each consumer is assessed by all other con-

sumers who are all availing services from the same provider. The 

initial believability )( 0B  value committed to a new consumer is 0. 

When a consumer 
j

decides to assess the believability level of con-

sumer i , equation 1 is followed with the constraints 
10  jiB

, 

mji  ,1  and ji  . 

 

                                                                           (1) 

 

where m  and N  represent the total number of cloud consumers and 

services that can be accessed in a cloud environment, respectively. 

)(te
corresponds to an error value in calculation at time t  with 

1)(0  te and kw represents the weight committed to
thk  service with 

10  kw . Finally, iks
is a binary element that specifies whether 

consumer i has availed 
thk service or not, and is defined in equa-

tion 2 for Nk 1 , mi 1 .  

 

                                                  (2) 

 

The value of jiB
 is understood by the equation 3. 

 

                                     (3) 

 

Relative Believability
)( i

R CB
 of each consumer iC , and Believabil-

ity Index )( iCBI of consumer iC  are calculated by equations 4 and 5, 

respectively, for mi 1 . 

 

                                                                          (4) 

 

                                                                   (5) 

 

Here, 
( ) ( )( )j

R

i

R CBCBP 
 is the possibility degree [17]. Finally, ( )iCBI , 

mi 1 , are compared in opposition to the previously-fixed be-

lievability threshold ( )BT . This comparison leads to the interpreta-

tion as mentioned in equation 6. 
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                                                                    (6) 

 

In equation 6, accept indicates that the feedback suggested by con-

sumer iC is accepted for trust index calculation, whereas reject indi-

cates that the feedback suggested by consumer iC  is not taken into 

account for trust index calculation. In our experiments, two hosts 

are set to behave as bad hosts. Their believability index will be be-

tween 0 and 0.2, while remaining hosts will have their believability 

indices between 0.8 and 1. 

3. Framework for cloud trust evaluation 

Table 1: Input and Output Parameters with Membership Functions 

 
 

 
Fig. 2: ACO Based Approach to Generate Trust-Evaluating Fuzzy Rule base. 

 

An interval-valued fuzzy system has been applied to evaluate the 

trustworthiness (trust index) of each cloud service provider. This 

system employs the four above-mentioned trust parameters as its 

input. The defuzzified trust index is produced as an output whose 

value represents the trustworthiness of the corresponding cloud ser-

vice provider. Membership functions for the parameters are de-

scribed in Table I. This table shows that the output parameter (trust 

index) is defined by any one of the five output classes namely, com-

plete distrust, distrust, weak trust, moderate trust and complete trust. 

The system learns the rules of each output class in an independent 

style. Each fuzzy rule generated by this trust evaluation system is 

represented in equation (7). 

( ) ( ) andperfisPERFandslaisSLAIf PERF

T

SLA

T   

 

( ) ( ),sec fbisFBandisSEC FB

T

SEC

T                                                        (7) 

 

( )trustisTRUSTThen TRUST

T From an extensive survey, ant colony op-

timization (ACO) is found to be suitable for quantifying the trust 

index of CSPs in the proposed model. Hence ACO based fuzzy rule 

extraction is carried out in our model. Artificial ants scrutinize the 

problem search space for the assembly of fuzzy rulebase. Rules ex-

tracted by this approach are precise due to the balanced participa-

tion of ants.  

Initially fuzzy rule jR is generated by 0ant  which is subsequently 

followed by number of iterations. In each iteration, fuzzy rules are 

revised by each ant in accordance with the probability as prescribed 

by equation 8. Here, k , i , j and ij
represent the iteration number, 

total number of input parameters, number of fuzzy sets to symbolize 

each input parameter, and trust pheromone. 

 

                                                                                    (8) 

 

Figure 2 presents the steps followed in the generation of trust-eval-

uating fuzzy rulebase for each of the five fuzzy output classes. The 

Heuristic matrix H is spelled out as mentioned in equation 9. 

 

                                                                   (9) 

 

Here, each 51,  cHc , is an mn normalized matrix where n and 
m  signifies the total number of input parameters and fuzzy values 

( small, medium, large). 

The fitness F of each fuzzy rule jR
is calculated by equation 10. 

 

                                                                   (10) 

 

where, TP (True Positives), FP(False Positives), TN(True Nega-

tives) and FN(False Negatives) are the number of cases as defined 

in table II.  

 
Table 2: Confusion Matrix 

Actual Type of Rule  Predicted Type of Rule 

  jR  Other than 
jR  

 
jR  TP FP 

 Other than 
jR  TN FN 

4. Experimental results 

To assess and demonstrate the efficiency of our proposed system, 

we have simulated a cloud environment with twenty five hosts 

treated as neighbors and three cloud servers were set up with Intel 

core 2 Duo CPU, 2.5GHz, 4GB memory and GNU / Linux kernel 

2.6.32. Eucalyptus [18] has been used for architecting this cloud to 

assist cloud consumers for availing services from cloud. 
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Fig. 3: Believability Index of Bad Host. 

 

 
Fig. 4: Believability Index of Good Host. 

 

The believability index of each bad host is moderate during the in-

itial iterations. This is due to the reason that the good hosts initially 

assume positive believability index against bad hosts. Further, some 

bad hosts may also award high value to forge the bad host’s trust-

worthiness. So some bad hosts may be guessed as good hosts. Later, 

as number of cycles increases, the trust evaluation system obviously 

identifies the negative behavior of bad hosts. Hence, all other hosts 

assign very minimum or negative believability value to each of the 

bad hosts. This leads to the decrease in index of believability and it 

settles down at the distrust region as shown in figure 3. In contrast, 

the good host’s believability index is continuously increasing and 

sustains in the trust region. This scenario is shown in figure 4. Good 

hosts may initially be given low or negative index by some bad 

hosts for decreasing their trustworthiness. But this false impression 

can occur only during initial cycles. As iterations go on, the believ-

ability index of good hosts tend to improve by the sincere opinion 

given by parallel good hosts. 

 
Table 3: Accuracy of Trust Measurement 

Number of rules 10 27 45 62 

Number of runs 70 70 70 70 
Number of iterations 5000 5000 5000 5000 

Number of evalua-

tions 
500000 1350000 2250000 3100000 

Average RMSE – 

Training 
0.0093 0.0081 0.0064 0.0048 

Standard RMSE – 
Training 

0.0012 0.00095 0.00078 0.00052 

Best RMSE – Test-

ing 
0.0084 0.0069 0.0043 0.0027 

CPU Time 

(Minutes) 
15.71 83.26 134.29 200.17 

 

To study the impact of number of fuzzy rules on the accuracy of 

trust measurement, several tests were conducted with different 

number of fuzzy rules and the results are shown in table III. In all 

tests, same numbers of iterations were done. The error tends to in-

crease when trust measurement is done with too many numbers of 

fuzzy rules. Same situation arises for less numbers of rules also. For 

moderately large number of rules, trust value is measured with low 

error. But this accuracy is achieved at the expense of CPU utiliza-

tion during learning process. An efficient clustering algorithm can 

be used here to achieve high accuracy in trust measurement with 

probably less number of rules. 

3D representations of our results illustrate the progression of trust 

index with respect to the input parameters SLA and security, while 

performance and user opinion are fixed. Figure 5 shows the evolu-

tion of trust assessment for different performance values with ref-

erence to negative user opinion. From Figure 5, we infer that, the 

maximum trust what we gain is 0.5 irrespective of the value of user 

opinion. For poor performance, the trust index (0.3) is in distrust 

region, as shown in Figure 5a. Figure 5c shows that, even for good 

performance value, the highest trust index is only 0.5. But, it ex-

ceeds 0.3 for medium level values of SLA and security. Further, it 

is gradually increasing from 0 with respect to increasing values of 

SLA and security. But for medium performance, though we get 0.5 

as a maximum trust index, the increase is uneven. Figures 6 and 7 

demonstrate the progress of trust, for neutral and positive user opin-

ions, which illustrates the relationship between the values of user 

opinion, and trust. 

5. Implementation of a proposed system in a 

cloud environment 

Table 4: Values of Antecedent Parameters for Three CSPS 

Antecedent parameter CSP1 CSP2 CSP3 

SLA 0.7 0.8 0.6 

Performance 0.6 0.8 0.8 

Security 0.9 0.9 0.8 
User opinion 0.8 0.9 0.7 

 
Table 5: Trust Index (Consequent Parameter) of Three CSPS under Various 

Aggregation Methods 

Evaluation CSP1 CSP2 CSP3 

Trust index - Center of gravity 0.8266 0.9000 0.7000 
Trust index - MOM 0.9 0.9 0.695 

Trust index - LOM 0.94 0.94 0.74 

Trust index - SOM 0.86 0.86 0.65 

 

After evaluating the believability of consumers, the decision mak-

ing system is given with the values for the input parameters as 

shown in table IV, for the three clouds. CSP2 is given the highest 

value (0.9) for the parameter user opinion according to the feedback 

given by consumers. But still, it is not able to reach the highest value 

(1) due to the lack of maximum values in their SLA and perfor-

mance parameters. Though CSP2 and CSP3 have equal values in 

performance, due to the difference in SLA and security, user opin-

ions about two providers vary. This is mainly for the reason of lesser 

membership value in security. But CSP1 has 0.8 as a value for its 

user opinion. Though it has higher security value, its SLA and per-

formance values are not optimum. 

Different values are consigned to each of the 4 input parameters. In 

this regard, disparate fuzzy rules are set off by the fuzzy inference 

system. The consequences of these are aggregated by various meth-

ods to assess the trust index. Table V gives information about the 

three cloud service providers along with their trust indices which 

identifies CSP2 as the most trustworthy cloud in all aggregation 

methods. 

6. Conclusion 

In this paper, a trust assessment model is suggested for a cloud en-

vironment. Since the feedback information from cloud consumers 

is used in the trust assessment of cloud service providers, believa-

bility of each consumer is first evaluated using ant colony optimi-

zation by which their feedback are taken into account. Then, a rule-

based fuzzy inference system is developed to neutrally assess the 
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trust level of cloud service providers based on various parameters. 

Results of experiments suggest that this system is appropriate to 

cloud trust evaluation problems and can be used as a ranking tool 

for dynamic applications either explicitly or  

 

 
(A) Performance = Poor B) Performance = Medium C) Performance = Good 

   
Fig. 5: Evolution of Trust with Respect to Negative User Opinion 

 
A) Performance = Poor B) Performance = Medium C) Performance = Good 

 
  

Fig. 6: Evolution of Trust with Respect to Neutral User Opinion. 

 
A) Performance = Poor B) Performance = Medium C) Performance = Good 

 
  

Fig. 7: Evolution of Trust with Respect to Positive User Opinion. 

 

Implicitly. Using the believability indices of consumers, cloud ser-

vice providers can also distinguish between trustworthy and doubt-

ful consumers. This model has to be extended in future to help cloud 

providers in assessing the trust of cloud consumers for the sake of 

their business benefits. Hence a planned research path is to develop 

a methodology for the trust assessment of cloud consumers. 
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